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1 Introduction/overview
What is HPE Insight Control server provisioning?
Insight Control server provisioning is a virtual appliance used to install and configure HPE ProLiant
servers. This is done by creating and running Deployment jobs called OS Build Plans. OS Build
Plans are simply ordered lists of scripts, configuration files and zip files that can be executed
against one or many servers at a time to perform whatever deployment functions you require.
Insight Control server provisioning comes ready to use, with a complete set of OS Build Plans
that can be run out of the box or that can be used as a template for creating your own customized
Build Plans. By adding your own scripts and configuration files, you can create OS Build Plans
to perform just about any task.
IC server provisioning enables you to perform the following:
• Install Windows, Linux, and ESXi on ProLiant servers.

• Deploy operating systems to Virtual Machines (VMs).

• Update drivers, utilities, and firmware on ProLiant servers using the Service Packs for
ProLiant (SPPs).

• Configure ProLiant system hardware, iLOs, BIOS, HPE Smart Array and Fibre Channel
HBA.

• Configure network settings on one or more servers at a time during OS installation or
post-installation.

• Deploy to target servers without using PXE (for ProLiant Gen8 servers or later). PXE-less
deployment can be done on these servers without any special configuration because they
include built-in service OSs as part of the embedded intelligent provisioning feature.

• Customize your ProLiant deployments using a browser-based interface.

• Create and run customized Build Plans to perform additional configuration tasks before or
after OS deployment.

• Use REST API calls to perform all of the functions available from the Insight Control server
provisioning UI.

• Migrate from Insight Control server deployment (RDP) to Insight Control server provisioning.
Insight Control server provisioning provides many additional features to make deploying servers
easy and flexible. For a complete list, see the “How do I ...?” section of the online help.
The documentation included with Insight Control server provisioning contains information specific
to setting up and using the product to perform automated provisioning functions on Hewlett
Packard Enterprise servers. To use Insight Control server provisioning successfully, you should
have advanced knowledge about installing and managing the operating systems and hardware
this product will be used to provision.
The following resources provide information supporting the use of Insight Control server
provisioning.

Table 1 Insight Control server provisioning available information.

Where to find the informationTopic

See the Insight Control server provisioning section of the Insight Control Release Notes
at http://www.hpe.com/info/insightcontrol/docs.

Release notes

See the Insight Control server provisioning section of the Insight Management Support
Matrix at http://www.hpe.com/info/insightcontrol/docs.

Support Matrix

5

http://www.hpe.com/info/insightcontrol/docs
http://www.hpe.com/info/insightcontrol/docs


Table 1 Insight Control server provisioning available information. (continued)

Where to find the informationTopic

See the Insight Control server provisioning Installation Guide at http://www.hpe.com/
info/insightcontrol/docs.

How to download and set
up the appliance for the
first time

See the Quick Start section in the online help. It shows how to use Insight Control server
provisioning to accomplish key tasks such as provisioning a server.

Getting started

See the How Do I...? section in the online help for a list of tasks and links to detailed
instructions for how to perform a wide range of tasks.

See the online help content on the appliance (online help is also available standalone
at http://www.hpe.com/info/insightcontrol/docs).

Online help

See the Insight Control server provisioning Administrator Guide at http://www.hpe.com/
info/insightcontrol/docs for overviews of general usage, optional manual configuration

Administrator tasks

instructions and instructions for administrative work such as security, backup and restore.
Several key APIs are also documented in this manual.

See the Insight Control server provisioning Build Plans Reference Guide at http://
www.hpe.com/info/insightcontrol/docs for detailed descriptions of the Hewlett Packard

OS Build Plans details

Enterprise-provided Build Plans, scripts, configuration files, packages and key custom
attributes. This reference guide also includes information on what has changed in the
Build Plans for each release.

See the Insight Control server provisioning API Reference available from theHelp panel
on the appliance or at https://{appl}/api-docs/current/#about. To learn

REST APIs

about REST calls in general, see the online help section on Insight Control server
provisioning REST API.

See the “Hardware and software specific instructions and exceptions” section in the
Insight Control server provisioning Online Help for important information specific to

Special hardware and
software exceptions

certain operating systems or hardware devices. Always, check this section to see if any
of these notes pertain to your configuration.

See the Insight Control server provisioning glossary: “Glossary ” (page 67).Terms

See the Troubleshooting section in the online help which contains
problem/recommendation information provided by IC server provisioning developers.

Troubleshooting plus
known issues and
restrictions See the Insight Control server provisioning section of the Insight Control Release Notes

at http://www.hpe.com/info/insightcontrol/docs.
See the Insight Control server provisioning section of the Insight Management Support
Matrix at http://www.hpe.com/info/insightcontrol/docs.

In the general How do I ...? section of the online help, see the topic: Navigate the user
interface.

User interface

See the Data Migration from Insight Control server deployment to Insight Control server
provisioning white paper, at http://www.hpe.com/info/insightcontrol/docs.

Migrating from Insight
Control server deployment

White papers on various topics are at http://www.hpe.com/info/insightcontrol/docs.White papers
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2 Product and networking requirements
Insight Control server provisioning is delivered preinstalled on a virtual machine (VM) that is
optimized to run the application.

NOTE: Check the website http://www.hpe.com/info/insightcontrol/docs to see if there is
an updated version of this manual. Check the Edition number and if a newer version exists, use
that manual instead of this one.

The documentation included with Insight Control server provisioning contains information specific
to setting up and using the product to perform automated provisioning functions on Hewlett
Packard Enterprise servers. To use Insight Control server provisioning successfully, you should
have advanced knowledge of installing and managing the operating systems and hardware you
plan to use to provision servers in your environment.
Before installing Insight Control server provisioning, check the following requirements and other
considerations:
• “Appliance VM and host requirements” (page 7)

• “Requirements for using the USB media or ZIP file software downloads” (page 8)

• “Appliance networking requirements” (page 9)

• “DHCP considerations” (page 12)

• “Media Server considerations” (page 12)

• “Considerations for WinPE” (page 12)

• “Recommended firmware version” (page 13)

• “Multi-Lingual support” (page 13)

• “Port list” (page 13)

Appliance VM and host requirements
The following environment is required on your host computer to install and run the Insight Control
server provisioning virtual appliance:
• Either VMware ESXi or vSphere Provisory or Microsoft Hyper-V hypervisor

Supported versions for VMware hypervisors: VMware vSphere version 6.0, 6.0 U1, 6.0
U2, 5.5, 5.5 U1, 5.5 U2, 5.5 U3a, 5.5 U3b, 5.1, 5.1 U1, 5.1 U2, and 5.1 U3.

◦

NOTE: VMware ESXi is renamed to VMware vSphere.

◦ Supported versions for Microsoft Hyper-V hypervisors: Windows Server 2012 with
Hyper-V role enabled, Windows Server 2012 R2 with Hyper-V role enabled, Microsoft
Hyper-V Server 2012, and Microsoft Hyper-V Server 2012 R2.

IMPORTANT: Make sure your host computer meets the VMware requirements for
running 64–bit guest VMs on the host.

• The minimum resource requirements for the appliance VM are four 2 GHz CPUs and 16 GB
of memory. These are the settings your appliance template ships with. Never modify these
to a lower value. If you have over 1000 servers, or you expect to be performing more than
eight simultaneous deployments, you must increase these resources. Optimal resources for
working at a larger scale are 8 CPUs and 30 GB of memory. Be sure your VM host has
sufficient resources available for the VM and any hypervisor overhead.
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• For best performance, the maximum number of simultaneous users working in Insight Control
server provisioning should not exceed 5.

• 200 GB of disk space allocated for the VM plus another 16 GB of disk space to serve as
storage for the 16 GB of memory required.

IMPORTANT: Hewlett Packard Enterprise strongly recommends using thick provisioning.
If you use thin provisioning and your VM host disk runs out of space, the appliance will most
likely encounter errors and terminate unexpectedly and not recover. If this occurs, you must
install a new appliance and restore from backup.

• Make sure the required security is established. For more information on security, see the
Insight Control server provisioning Administrator Guide chapter on Security Considerations.
For a list of ports, see “Port list” (page 13).

• Networking requirements: The IC server provisioning appliance template comes configured
with two network interfaces (NICs). You can decide if you want to configure the appliance
to have the Appliance IP and the Deployment IP on the same or different networks which
determines if you need one or two network adapters on the host. For more information on
single and multi-NIC modes, see “Appliance networking requirements” (page 9).

Requirements for using the USB media or ZIP file software downloads
Due to the large size of files contained within the USB media and ZIP file software downloads,
some care is needed to use the media or download files and unzip the contents. There are
different considerations for Windows and Linux systems.
• USB Media:

The USB media is formatted using the NTFS file system. When the media is inserted into a
USB drive on a Windows system, most Windows systems should recognize the USB NTFS
file system and access the contents.
There is a much wider variation in support for NTFS file system on Linux systems. When
the media is inserted into a USB drive on a Linux system, some Linux systems are able to
mount the media with a command such as:
# mount —t ntfs -o ro /dev/sdb1 /mnt

The device name may vary by Linux system. If you get an error message that the NTFS
system is not recognized, youmust download and install NTFS support on your Linux system.
One recommended free tool to enable that is ntfs-3g from http://www.tuxera.com. The
mount command using ntfs-3g uses the following sample syntax:
# mount.ntfs-3g -o ro /dev/sdb1 /mnt

NOTE: Insight Control server provisioning media shipped on a USB flash drive may display
unexpected warning messages during a mount operation. The following warning messages
can be safely ignored as the device operation is unaffected.

Figure 1 USB warning message
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• ZIP file download
For Windows systems, you can use the built-in Windows ZIP capability available through
Windows Explorer.
For Linux systems, a version of unzip supporting ZIP version 3.0 must be used.

Appliance networking requirements
Appliance IP addressing
The Insight Control server provisioning appliance can be configured with IPv4-only addressing,
or dual stack addressing, where an IPv4 and an IPv6 address are specified together. It is important
to note that in the information below, anywhere it mentions “an Appliance IP” or “a Deployment
IP”, it means either an IPv4 address by itself, or an IPv4 and IPv6 address.

Appliance requires two static IP addresses
The Insight Control server provisioning appliance always requires two separate static IP addresses.

• Appliance IP—This is the IP address used to communicate with the appliance. The Appliance
IP can be assigned an IPv4 address or an IPv4 and an IPv6 address. Use either IP when
accessing the appliance from your web browser, or when accessing the REST APIs.

• Deployment IP—This IP address is used for all deployment operations and target server
communications as well as all Matrix Operating Environment communications. If you are
using the Matrix Operating Environment, you provide this IP address when configuring your
CMS to contact the Insight Control server provisioning appliance. All deployment
communications happen using IPv4 only. Although you can also assign an IPv6 Deployment
IP address, it will not be used.

DHCP addressing is not supported for any addresses on the appliance.

Using one or two NICs
There are two ways you can configure your appliance networking.

• Single NIC mode— In this mode, your appliance has only one connection to the network.
Two IP addresses are still required, but the Appliance IP and Deployment IP share one
interface and must be assigned from the same subnet.
When configuring the appliance for Single NIC mode, use only the first NIC of your VM and
leave the second NIC disconnected. The one NIC must be able to access all of the target
servers and their iLOs either directly or through a router. For a Single NIC Mode example,
see Figure 2 (page 10).

• Multi-NIC mode— In this mode your appliance has two separate network connections, one
for the Appliance IP and one for the Deployment IP. This mode is most often used in
organizations that require a separate dedicated deployment network. In this mode, the two
NICs must never be connected to the same network, and the Appliance and Deployment
IPs must be assigned from different subnets.
When configuring the appliance in Multi-NIC mode, NIC1 is the Appliance NIC. It gets
connected to your management network and is the NIC you browse to when accessing your
appliance. NIC2 is the Deployment NIC, and must have access to the Deployment NIC of
all the target servers either directly or through a router. For a Multi-NIC Mode example, see
Figure 3 (page 11) and for a Multi-NIC Mode with Matrix OE example, see Figure 4 (page
12).
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NOTE: In Multi-NIC mode, the appliance can access the target server’s iLOs through either
the Appliance or Deployment networks, depending on your requirements. No special configuration
changes are required for this, however, if your iLOs are using IPv6, make sure you have defined
an IPv6 address for the interface that will be used to reach the iLOs.

IPv6 only support
Although IPv6 only addressing is not supported on the appliance at this time, the following
components can be used with only an IPv6 address:
• The web browser used to browse to the appliance can be IPv6 only.

• iLOs can be added via their IPv6 addresses.

• Integration with HPE OneView appliances can be configured using their IPv6 addresses.

• Any NIC on your target server that is not the Deployment NIC can be configured with an
IPv6 only address.

The following figures illustrate the way the two appliance networking modes should be configured.

Examples

Figure 2 Single NIC Mode Example

IC server provisioning
Appliance

NIC 1
Appliance IP

Deployment IP
NIC 2

Not Used

Target Server

Single Network

IPv4 or IPv6
NIC Other NIC

NIC 
Deployment NIC

iLO

Management
web browser

Media Server

Internet
IPv4 required
IPv6 optional

IPv4 required       IPv6 optional

IPv4 required
IPv6 optional

IPv4 or IPv6

IPv4 or IPv6

IPv4 or IPv6

IPv4 only
IPv4 only

In single NICmode, all systems are connected to or are reachable from the one network interface.

10 Product and networking requirements



Figure 3 Multi-NIC Mode Example

IC server provisioning
Appliance

NIC 1
Appliance IP
IPv4 required
IPv6 optional

NIC 2
Deployment IP
IPv4 required
IPv6 optional

IPv4 required     IPv6 optional

IPv4 required

Target Server

Production Network

iLO can be
connected to

either network

Deployment Network

Management Network

NIC
Production NIC

NIC 
Deployment NIC

iLO
IPv4 or IPv6 IPv4 only

IPv4 or IPv6

IPv4 or IPv6

IPv4 only

Management
web browser

IPv4 or IPv6

Media Server

Internet

IPv4 or IPv6

In Mulit-NIC mode, the Deployment network is typically a separate and often isolated network
where the deployment operations occur, while the management network is where users connect.
The optional production network is also shown and can be configured as part of your OS
deployments.
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Figure 4 Multi-NIC Mode with Matrix OE Example

Target Server

Production Network

iLO can be
connected to
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Deployment Network

Management Network

NIC
Production NIC

NIC 
Deployment NIC

iLO Media Server

Internet

IC server provisioning
Appliance

NIC 1
Appliance IP

NIC 2
Deployment IP

NIC 
Appliance IP

NIC 
Deployment IP

MOE CMS

IPv4 required
IPv6 optional

IPv4 required
IPv6 optional

Management
web browser

IPv4 or IPv6       
IPv4 or IPv6

IPv4 required     IPv6 optional

IPv4 required

IPv4 or IPv6

IPv4 or IPv6

IPv4 or IPv6

IPv4 only
IPv4 only

In the Multi-NIC mode with the Matrix Operating Environment configured; the Matrix Operating
Environment CMS requires a NIC on both the Appliance and Deployment networks.

DHCP considerations
Insight Control server provisioning requires a DHCP server to provide IP addresses to target
servers during the provisioning process. Insight Control server provisioning has a DHCP server
internal to the appliance you can use, or you can set up your own DHCP server external to the
appliance. For information on deciding whether to use a DHCP server internal or external to the
appliance and instructions for how to set up an external DHCP for use with the appliance, see
“DHCP server setup” (page 41).

Media Server considerations
The Media Server is separate from the Insight Control Server provisioning virtual appliance and
is where the deployment software is stored. Because Insight Control server provisioning is hosted
on a virtual appliance optimized to run the IC server provisioning application, there is not enough
storage on the appliance to host deployment software. For this reason, a separate Media Server
is required in order to provision servers. For details on the use of the Media Server, requirements
for the Media Server and for details on using the Media Server setup utility, see “Setting up the
Media Server” (page 49).

Considerations for WinPE
Earlier, the WinPE service OS had to be generated off the appliance and uploaded to make
WinPE available. Now, WinPE is preinstalled on your appliance, and it is readily available for
use. You still have options to customize and upload WinPE for those who need the advanced
functionality. See the “Advanced Topics” section in the Insight Control server provisioning
Administrator Guide for more information on the new WinPE architecture and how to customize
WinPE based on the requirement.
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Recommended firmware version
IC server provisioning supports the latest firmware (including the latest versions of the SPP,
drivers, Intelligent Provisioning). For details on recommended firmware versions for IC server
provisioning see the Insight Management Support Matrix.

Multi-Lingual support
Localized appliance
The IC server provisioning appliance is localized. You can specify the language that the appliance
operates in by setting the Default language/locale value in the Appliance Networking screen
to English, Chinese, or Japanese. This setting controls items that are not displayed through the
browser, such as the system console and audit logs. The default language/locale is English.

Localized UI
The IC server provisioning user interface is also localized and can be viewed in the following
languages: English, Simplified Chinese (zh-cn), and Japanese (ja). Select the language/locale
preference in your Web browser settings. If your browser is set to anything other than these
languages, the UI is displayed in English.

NOTE: IC server provisioning Build Plans and their content are not localized.

Port list
The following table lists all inbound ports required by the various components of an Insight Control
server provisioning system.

NOTE: The OS installation configuration files included with Insight Control server provisioning
all have the firewall disabled by default. If your installation requires that the firewall be enabled,
be sure to include port 1002 in the list of open ports, because this is the port the appliance uses
to communicate with the SA agent.
In the following tables, Web browser refers to the web browser an administrator would be using
to access these systems.

Additional notesComing fromDescriptionPortComponent

Insight Control server provisioning appliance

All http requests are forwarded to
https.

Web browserhttp80 (tcp)Appliance NIC

Web browser or
REST Client

https443 (tcp)

Open as part of the appliance
infrastructure. No current outside
contact expected.

RabbitMQ15672 (tcp)

Only used when the internal
appliance DHCP server is being
used.

Target serverDHCP67 (udp)Deployment
NIC

Always used to PXE boot servers.Target serverTFTP69 (udp)

Target serverhttp80 (tcp)

This is only used when integrating
with Matrix OE.

Matrix CMShttps443 (tcp)
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Additional notesComing fromDescriptionPortComponent

The SA agent contacts appliance
through this port.

Target serverSA agent
communications

3001 (tcp)

Target serverAgent gateway8017 (tcp, udp)

Used to access various flavors of
SA agent installers.

Target serverAgent cache8081 (tcp)

Target serverRPC — for boot file
NFS

111 (tcp, udp)

Target serverNFS2049 (tcp, udp)

Target servermountd892 (tcp, udp)

Target serverntp123 (udp)

Target server

All traffic is forwarded to https.Web browserhttp80 (tcp)Target server
iLO NIC

All appliance communication to iLO
and standard iLO Web interface
traffic.

Appliance or
Browser

https443 (tcp)

Used as the default port for remote
console connections.

Web browserRemote console23 (tcp)

Appliance contacts SA agent
through this port.

ApplianceAgent1002 (tcp)Target server
Deployment
NIC

Media Server

All Linux and ESXi installations use
http.

Target serverhttp80 (tcp)Media Server
NIC

Only used on Linux Media Servers
when NFS is specifically
configured.

Target serverNFS2049 (tcp, udp)

Windows mapped network drive.Target serverSMBios139 (tcp)

Windows mapped network drive.Target serverSMB445 (tcp)

General

In addition to these specific ports the systems listed here make use of standard TCP/IP services like DNS, NTP,
and DHCP.
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3 Installing your Insight Control server provisioning
appliance for the first time

This chapter provides first time set up steps for getting the Insight Control server provisioning
software and installing the virtual machine appliance.

IMPORTANT: If you already have Insight Control server provisioning installed and are installing
an update, skip this chapter and see “Updating to 7.6” (page 33) for the appropriate installation
instructions.

Intended audience
This documentation is written for experienced system administrators and assumes you are familiar
with configuring andmanaging either the VMware vSphere/ESXi hypervisor with VMware vSphere
Client or Microsoft Hyper-V hypervisor.

Overview of the first time set up steps
The following steps provide an overview of the first time set up. The links go to the detailed
section for each step.
1. Get the software for a first time install. See “Get the software for a first time install” (page 15).
2. Install the appliance virtual machine on either a VMware vSphere/ESXi hypervisor or Microsoft

Hyper-V hypervisor. See “Install Insight Control server provisioning on VMware vSphere/ESXi
hypervisor” (page 16) or “Install Insight Control server provisioning on Microsoft Hyper-V
hypervisor” (page 18).

3. Log in to the appliance for the first time and configure appliance networking. See “Log in to
the appliance and configure appliance networking” (page 21).

4. Access the appliance from a browser. See “Accessing your appliance from a browser for
the first time” (page 30).

5. Activate Insight Control server provisioning. See “Activating Insight Control server
provisioning” (page 31)

6. Decide whether to use DHCP server internal or external to the appliance. See “DHCP server
setup” (page 41).

7. Set up your Media Server. See “Setting up the Media Server” (page 49).

Get the software for a first time install
Insight Control server provisioning is delivered preinstalled on a virtual machine (VM) that is
optimized to run the application. The Insight Control server provisioning VM is downloadable
from the web as a ZIP file.
Insight Control server provisioning is also available on USB flash drive from the media kit. You
can order the media from: http://www.hpe.com/info/insightupdates .
When performing a first time installation, you will be installing the full appliance. Install either a
full appliance for VMware vSphere/ESXi or a full appliance for Microsoft Hyper-V depending on
which hypervisor you intend to use.
If you already installed an earlier version of Insight Control server provisioning. you must do an
update instead of installing the full appliance. For the appropriate update instructions, see
“Updating to 7.6” (page 33).
Because the contents of the media or ZIP file downloads can change with each release, see the
README on the media or in the ZIP file for a complete list of the files.
Use the following instructions to get the Insight Control server provisioning full appliance software.
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1. Download the software or insert the USB media.
• If you are downloading the software:Go to http://www.hpe.com/info/insightupdates

. Then locate the Insight Control server provisioning software and download the
appropriate ZIP file to your host computer. Select the ZIP file for either the VMware full
appliance or the Hyper-V full appliance depending on which hypervisor you intend to
use. You may need to log in and provide your contact information before downloading
the software.

• If you are using the USB media: Insert the USB flash drive on a Windows or Linux
system in your environment, locate the directory for either the VMware full appliance or
the Hyper-V full appliance depending on which hypervisor you intend to use and skip
to step 4.

2. Hewlett Packard Enterprise recommends you verify the MD5 checksum of the downloaded
ZIP file with the checksum listed on the Hewlett Packard Enterprise Software Depot web
page.

3. Unzip the download file to a local disk.
4. Hewlett Packard Enterprise recommends you verify the digital signatures of the files in the

unpacked contents or on the media. To do this, see http://www.hpe.com/info/swdepot/
LinuxCodeSigning for information on verifying the signature on a Linux system. ForWindows
systems, the procedure is the same, but you must first download and install the gpg tool
which can be downloaded from http://gpg4win.org/. From the media or ZIP download you
should only use files that have an associated signature file in the Digital-Signatures
directory, and verify the files’ digital signatures before using them.

NOTE: When downloading new media, do not delete the original media. This ensures that if
you ever need to create a new appliance as part of a restore operation and cannot get the original
media from http://www.hpe.com/info/insightupdates you will have a copy.

To install Insight Control server provisioning continue to one of the following sections, depending
on which hypervisor you intend to use:

• “Install Insight Control server provisioning on VMware vSphere/ESXi hypervisor” (page 16)

• “Install Insight Control server provisioning on Microsoft Hyper-V hypervisor” (page 18)

Install Insight Control server provisioning on VMware vSphere/ESXi
hypervisor

Once you have the software for installing Insight Control server provisioning on a VMware
vSphere/ESXi hypervisor, extract the OVF template (this is the appliance virtual machine) and
deploy the template to the VMware host using the following instructions.
1. Extract the VM template folder from the Open Virtualization Format (OVF) Template ZIP file

(ICsp-vmware-<version>.zip) to the VMware host.

NOTE: Total path name of the unzipped file must be less than 260 characters. If the
pathname is too long, VMware displays an informative message that clearly explains the
problem.

2. From VMware vSphere, select File→Deploy OVF Template..., then browse to and select
the .ovf file inside the VM template folder.

16 Installing your Insight Control server provisioning appliance for the first time

http://www.hpe.com/info/insightupdates
http://www.hpe.com/info/swdepot/LinuxCodeSigning
http://www.hpe.com/info/swdepot/LinuxCodeSigning
http://gpg4win.org/
http://www.hpe.com/info/insightupdates


Figure 5 Deploy OVF template

NOTE: Because of slight differences in supported vSphere/ESXi versions, you might see
a warning while importing the appliance template. These warnings can be ignored.

3. Proceed through the phosphor steps to deploy the VM.

CAUTION: Hewlett Packard Enterprise strongly recommends importing your appliance
using thick provisioning. If you use thin provisioning and your VM host disk runs out of space,
the appliance will most likely encounter errors and terminate unexpectedly and not recover.
If this occurs, you must install a new appliance and restore from backup.

Do not select Power on this virtual machine after creation.
Select Finish to initiate deployment of the VM.

4. Verify that the Insight Control server provisioning VM is configured to meet the host
requirements and set up network adapters on your VM host.
If you need to edit settings on the VM for these host requirements, selectEdit virtual machine
settings from the Getting Started phosphor screen shown in Figure 6 (page 17).

Figure 6 Edit virtual machine settings

• For appliance VM and host requirements: See “Appliance VM and host requirements”
(page 7)). If you are deploying large numbers of servers at a time (more than 8 at a
time), or will be managing large numbers of servers (over 1000), the recommended
optimal configuration is 8 CPUs and 30 GB of memory.

• For network adapters: You must set your VM network adapters using the Provisory UI.
Modify the Network Adapters to conform to your networking environment. The first (top)
Network Adapter is the Appliance NIC, the second (bottom) Network Adapter is the
Deployment NIC, if used.
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IMPORTANT: Before powering on your virtual appliance, verify the date and time are set
properly on your VM host system. You should maintain an accurate time on the VM host
system, such as with NTP, because the VM guest synchronizes with that time.
If your VM host does not have the time set properly, the following messagemight be displayed
when booting the appliance.
The time and date on your hypervisor appears to be incorrect. Please
power off your appliance, correct the time and date on your
hypervisor, and power on your appliance.

If you encounter this problem, power off your appliance, set the correct time and date on
your VM host and power on the appliance.

5. Power on the Insight Control server provisioning virtual machine for the first time by
right-clicking on the Insight Control server provisioning VM and selecting Power→Power
On.

or by selecting from the phosphor Client Getting Started tab.
6. Open the console to the IC server provisioning VM by selecting the Console tab from

phosphor Client. On the console screen, the appliance screens for first time login are
displayed. You are now ready to log into your appliance for the first time.

For next steps, see “Log in to the appliance and configure appliance networking” (page 21).

Install Insight Control server provisioning on Microsoft Hyper-V hypervisor
Once you have the software for installing Insight Control server provisioning on a Microsoft
Hyper-V hypervisor, extract the Hyper-V image (this is the appliance virtual machine) and deploy
on the Hyper-V host using the following instructions.

CAUTION: Hewlett Packard Enterprise strongly recommends importing your appliance using
thick provisioning, which in Hyper-V is referred to as “Fixed size” disk. If you use thin provisioning
and your VM host disk runs out of space, the appliance will most likely encounter errors and
terminate unexpectedly and not recover. If this occurs you must install a new appliance and
restore from backup.

1. Extract the Hyper-V image ZIP file (ICsp-hyper—v-<version>.zip) to a location
accessible from the Hyper-V host.

NOTE: Total path name of the unzipped file must be less than 196 characters. If the name
is too long, the following error message is displayed: “Hyper-V did not find the
virtual machines to import from location ....”.

2. Open the Hyper-V Manager. Right-click on the Hyper-V host and select Import Virtual
Machines.
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3. In the Import Virtual Machine wizard, browse to where you unpacked the Hyper-V image
ZIP file and click through until you see the directories called Snapshots, Virtual Hard
Disks and Virtual Machines. Select the parent directory of those three directories.

4. Continue through the steps in the wizard to import the appliance virtual machine.
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IMPORTANT: Be sure to select Copy the virtual machine (create a new unique ID)
option (see the following example screen shot).

5. Verify that the Insight Control server provisioning VM is configured to meet the host
requirements (see “Appliance VM and host requirements” (page 7)), set up thick provisioning
and set up network adapters on your VM host.
If you need to edit settings on the VM, right-click on the appliance VM and select Settings.

• For appliance VM and host requirements: See “Appliance VM and host requirements”
(page 7)). If you will be deploying large numbers of servers at a time (more than 8 at
a time), or will be managing large numbers of servers (over 1000), the recommended
optimal configuration is 8 CPUs and 30 GB of memory.

• For thick provisioning: to use a Fixed size disk in Hyper-V after the VM is imported, go
to Settings and select the Virtual Hard Disk. Edit the current disk, select Convert and
select Fixed size. Then change the hard disk of the VM to the new Fixed size disk you
just created.

• For network adapters: You must set your VM network adapters using the Provisory UI.
Go to Settings for the VM and modify the Network Adapters to conform to your
networking environment. The first (top) Network Adapter is the Appliance NIC, the
second (bottom) Network Adapter is the Deployment NIC, if used.
You will normally connect the Network Adapters to one or more Virtual Switches,
depending on your networking configuration.

• Be sure to clear the VLAN ID box if you are not using VLANs and VLAN identifiers.
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IMPORTANT: Before powering on your virtual appliance, verify the date and time are set
properly on your VM host system. You should maintain an accurate time on the VM host
system, such as with NTP, because the VM guest synchronizes with that time.
If your VM host does not have the time set properly, the following message is displayed
when you boot the appliance.
The time and date on your hypervisor appears to be incorrect. Please
power off your appliance, correct the time and date on your
hypervisor, and power on your appliance.

If you encounter this problem, power off your appliance, set the correct time and date on
your VM host and power on the appliance.
After the appliance is installed, you should not turn off the setting that controls syncing the
time on the guest to the time on the VM.

6. Power on the Insight Control server provisioning virtual machine for the first time. In the
Hyper-V Manager, right-click on the appliance VM and select Connect to open the VM
console and power on the appliance VM.

7. On the console, the appliance screens for first time login are displayed. You are now ready
to log into your appliance for the first time.

For next steps, see “Log in to the appliance and configure appliance networking” (page 21).

Log in to the appliance and configure appliance networking
Using the VM console, log in to the appliance and configure appliance networking. You can use
Insight Control server provisioning immediately, but you must purchase an Insight Control license
and register to receive an Activation Key before the trial period expires. For details on activating
your appliance, see “Activating Insight Control server provisioning” (page 31). Contact your
authorized support representative if you are unable to get an Activation Key.

NOTE: An End User License Agreement is displayed andmust be accepted before initial login.

When you first start the appliance from the VM console, you have the option to enable or disable
support access. Access is enabled by default to authorize your support representative to access
the internals of your system through the system console to diagnose serious problems, which
may occur. Access is controlled by a special challenge and response password that will only be
provided to your authorized support representative. Hewlett Packard Enterprise strongly
recommends leaving support access enabled as this may be the only way to recover an appliance
when a serious error occurs. Although, support access can be enabled later, it may not be possible
to enable it once a serious error occurs. You can change the settings later from the
Settings→Actions menu in the appliance UI.
Instructions are provided in the following sections:
• “Log in to the appliance for the first time to configure it for use” (page 21)

• “Assign an administrator password” (page 22)

• “Configure appliance networking” (page 23)

• “Check for errors in first time setup” (page 30)

Log in to the appliance for the first time to configure it for use
When your appliance completes its first start up, you must log in to complete the initial appliance
configuration. This is typically done using the special restricted browser running in your VM
Consolewindow. Alternatively, if there is a DHCP server on your network, your appliance should
have gotten a temporary IP address which you can browse to and use the appliance UI for the
purpose of initial appliance configuration.
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NOTE: DHCP is only enabled for the purpose of initial network setup. The appliance must be
configured with two static IP addresses as described in the following sections. DHCP is not
enabled after initial setup.

When you log in to your appliance for the first time, the Insight Control server provisioning login
screen show in Figure 7 (page 22) is displayed. Log in using the user name administrator
and password admin.

Figure 7 Login screen

TIP: On ESXi/vSphere hypervisor console release your cursor from the Consolewith Ctrl-Alt.
Restart first time set up in the Console with Ctrl-Alt-Backspace.

Assign an administrator password
Enter and confirm an administrator password from the dialog as shown in Figure 8 (page 23).
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Figure 8 Set a new password

IMPORTANT: Make sure you remember the new administrator password. Note that there is
a password reset service if needed.

Configure appliance networking

IMPORTANT: Before proceeding, be sure you have read and understand the section on
“Appliance networking requirements” (page 9) and know how you want to configure your
appliance networking.

Insight Control server provisioning requires you to configure an Appliance IP and a Deployment
IP and corresponding netmask. During first time setup you can configure the Appliance IP and
Deployment IP on a single NIC or you can configure the Appliance IP and Deployment IP on
different NICs. Instructions for single NIC and multi-NIC configuration are provided below.

IMPORTANT: Once you set the Deployment IP address during first time setup it cannot be
changed even if you switch between single and multi-NIC. You can change the Appliance IP if
necessary. If you change the Appliance IP after initial setup, the appliance generates a new SSL
certificate for secure communications with your browser.

You configure appliance networking from the Appliance Networking screen shown in
Figure 9 (page 24).
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Figure 9 Appliance Networking screen

1 Appliance: Expands the Appliance section to enable you to configure the Appliance IP:

• “Configure Appliance IP” (page 24)

NOTE: Once you enter any values in the appliance network section, do not collapse the section
or those values may be lost.

2 Deployment: Expands the Deployment section to enable you to configure the Deployment IP
on the same network interface as the Appliance IP or on a different network interface:
• “Configure Deployment IP on the same network” (page 26)

• “Configure Deployment IP on a different network” (page 28)

NOTE: Once you enter any values in the deployment network section, do not collapse the
section or those values may be lost.

After you finish configuring appliance networking, see “Check for errors in first time setup”
(page 30).

Configure Appliance IP
To begin configuring the Appliance IP, select the 1 Appliance network interface in the Appliance
Networking screen. A set of fields is displayed for configuring the Appliance IP as shown in
Figure 10 (page 25).

NOTE: If your appliance received a DHCP address from a server on the network, some of the
networking values may already be populated. Any DHCP assigned address must be replaced
by a permanent static IP address. DHCP is not enabled once the appliance is set up.
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Figure 10 Appliance IP configuration

Enter the networking information for the Appliance as follows:
• Host name: Host name of the appliance. If you are supplying a DNS server, the host name

must be fully qualified. From a supported browser, you can navigate to the appliance using
this name or by using the Appliance IP address.
Host names can contain alphanumeric characters, hyphens (-), and periods (.). The host
name has a maximum length of 255 characters. Each label within a host name must begin
and end with an alphanumeric character and have a maximum length of 63 characters.
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IPv4 settings:
• IP address: This is the IPv4 address you are assigning to the appliance (the Appliance IP).

Use this IP address to browse to the appliance using a supported browser. The Appliance
IP is always on the first network interface. An IPv4 address for the appliance is required.

• Subnet mask or CIDR: This field is required. Specify the IPv4 mask representing the bits
reserved for network identification (for example, 255.255.255.0), or the Classless Internet
Domain Routing (CIDR) mask representing the number of bits reserved for network
identification. Valid CIDR values are 1 to 30, inclusive.

• Gateway address: This field is not required, but Hewlett Packard Enterprise strongly
recommends configuring it to ensure access to the appliance. Specify the IP address of the
router on your network.

DNS settings:
• Preferred DNS server: IP address of your preferred DNS server. Not required.

• Alternate DNS server: IP address of your alternate DNS server. Not required.
IPv6 settings:

IMPORTANT: When configuring an IPv6 address, ensure the DNS servers specified manually
or supplied by the DHCP server support both IPv4 and IPv6 name resolution.

• Address assignment: Defines whether you are assigning an IPv6 address to the Appliance
IP.

◦ Unassign is the default. It indicates an IPv6 Appliance IP address is not assigned. You
can set an IPv6 address later from the appliance UISettings→Edit ApplianceNetworks
screen.

◦ Manual enables you to assign an IPv6 address for the Appliance IP in addition to the
IPv4 address. When you select the Manual option the display expands to show additional
fields for assigning an IPv6 address, subnet mask or CIDR, and gateway address.

• IP address: This is the IPv6 Appliance IP address. You can use this or the Appliance IPv4
address to browse to the appliance. The Appliance IP is always on the first network interface.
Required only if you select the Manual option.

• Subnet mask or CIDR: Specify the IPv6 mask representing the bits reserved for network
identification (for example, ffff:ffff:ffff:ffff:0:0:0:0) , or the Classless Internet Domain Routing
(CIDR) mask representing the number of bits reserved for network identification. Valid CIDR
values are 1 to 127, inclusive. Required only if you select the Manual option.

• Gateway address: This field is not required, but Hewlett Packard Enterprise strongly
recommends configuring it to ensure access to the appliance. Specify the IP address of the
router on your network.

Continue with one of the following to configure the Deployment IP:
• “Configure Deployment IP on the same network” (page 26)

• “Configure Deployment IP on a different network” (page 28)

Configure Deployment IP on the same network
To begin configuring the Deployment IP, select the 2 Deployment network interface in the
Appliance Networking screen. A set of fields is displayed for configuring the Deployment IP as
shown in Figure 11 (page 27)).
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IMPORTANT: Once the Deployment IP addresses (either just IPv4 or both IPv4 and IPv6) are
set during the first time setup, they should not be changed. Even when changing between Shared
and Independent modes, always keep any previously set Deployment IP addresses the same
and change the Appliance IP as needed.

Figure 11 Deployment IP configuration on same network

To configure the Deployment IP to use the same network adapter as the Appliance IP, select
Shared with appliance interface. This configuration only requires the first network adapter on
the VM.
When you select the Shared with appliance interface option, you see the field for entering an
IPv4 address for the Deployment IP. If you assigned an IPv6 address for the Appliance IP, you
also see a field for optionally entering an IPv6 address for the Deployment IP.
IPv4 address:
Enter the IPv4 Deployment IP address. An IPv4 address is required. This is the IP address used
by the deployment engine within the appliance. It is used to communicate with a target server’s
deployment interface IP address. It is also the IP address you specify when integrating with Matrix
OE.
Because you selectedSharedwith appliance interface above, the IP address for the Deployment
network interface must be on the same network as the Appliance IP.
IPv6 address:
If you assigned an IPv6 address for the Appliance IP, you see the field for entering an IPv6
address. Setting an IPv6 address for the Deployment IP is optional. Note that even if you assign
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an IPv6 Deployment IP, all communications to the target servers will use the IPv4 Deployment
IP address.
Because you selectedSharedwith appliance interface above, the IP address for the Deployment
IP must be on the same network as the Appliance IP.

IMPORTANT: When configuring IPv6, ensure the DNS servers specified support both IPv4
and IPv6 name resolution.

Select OK or Logout. If you select OK, the Applying Network Settings screen displays while the
information you provided is applied. The appliance then begins a reboot process that takes up
to twenty minutes. While the reboot begins, you may see a regular screen from the UI with errors
displayed. This is normal, as the back-end server is in the process of shutting down. Do not
attempt any operations until the appliance completely shuts down and restarts.
Selecting Logout exits from the appliance without saving the appliance networking information.

NOTE: The password you set for the account administrator is applied even if you select Logout.

Once you have configured the networking information from the appliance console, you can use
a browser to access the appliance. You can also access the appliance using the Console,
however full functionality is not available through the console interface .

Configure Deployment IP on a different network
To begin configuring the Deployment IP, select the 2 Deployment network interface in the
Appliance Networking screen. A set of fields is displayed for configuring the Deployment IP as
shown in Figure 12 (page 29).

IMPORTANT: Once the Deployment IP addresses (either just IPv4 or both IPv4 and IPv6) are
set during the first time setup, they should not be changed. Even when changing between Shared
and Independent modes, always keep any previously set Deployment IP addresses the same
and change the Appliance IP as needed.
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Figure 12 Deployment IP configuration on a different network edit fields

To configure the Deployment IP on a different network interface than the Appliance IP, select
Independent on <MAC address> and enter the information for Deployment IP as described
below. This configuration requires two network adapters on the VM and the Deployment IP is on
the second one.
Because you selected the Independent on <MAC address> option, additional fields are displayed
for entering IPv4 and optionally IPv6 address information for the second NIC.
IPv4 settings:

• IP address: The IPv4 Deployment IP address. This is the IPv4 address used by the
deployment engine within the appliance. It is used to communicate with a target server’s
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deployment interface IP address. This is the IP address to provide to Matrix Operating
Environment. An IPv4 address is required.
Because you selected Independent on <MAC address> above, this address must be on
a different network than the Appliance IP.

• Subnet mask or CIDR: This field is required. Specify the IPv4 mask representing the bits
reserved for network identification (for example, 255.255.255.0), or the Classless Internet
Domain Routing (CIDR) mask representing the number of bits reserved for network
identification. Valid CIDR values are 1 to 30, inclusive.

IPv6 settings:
• Address assignment: Defines whether you are assigning an IPv6 address to the Deployment

IP.

◦ Unassign is the default. It indicates you are not assigning an IPv6 Deployment IP
address. You can set an IPv6 address later from the appliance UI Settings→Edit
Appliance Networks screen.

◦ Manual enables you to assign an IPv6 address for the Deployment IP. When you select
the Manual option, the display expands to show additional fields for assigning an IPv6
address and subnet mask or CIDR.

• IP address: The IPv6 Deployment IP address. Even if you assign an IPv6 Deployment IP,
all communications to the target servers will use the IPv4 Deployment IP address.
Because you selected Independent on <MAC address> above, the IP address for the
Deployment IP must be on a different network than the Appliance IP.

• Subnet mask or CIDR: This field is required. Specify the IPv6 mask representing the bits
reserved for network identification (for example, ffff:ffff:ffff:ffff:0:0:0:0) , or the Classless
Internet Domain Routing (CIDR) mask representing the number of bits reserved for network
identification. Valid CIDR values are 1 to 127, inclusive.

Select OK or Logout. If you select OK, the Applying Network Settings screen displays while the
information you provided is applied. The appliance then begins a reboot process that takes up
to twenty minutes. While the reboot begins, you may see a regular screen from the UI with errors
displayed. This is normal, as the back-end server is in the process of shutting down. Do not
attempt any operations until the appliance completely shuts down and restarts.
Selecting Logout exits from the appliance without saving the appliance networking information.

NOTE: The password you set for the account administrator is applied even if you select Logout.
NOTE: Once you have configured the networking information from the appliance console, you
can use a browser to access the appliance. You can also access the appliance using theConsole,
however full functionality is not available through the console interface.

Check for errors in first time setup
If there were errors with any of the network settings, it is possible that you will be unable to contact
the appliance with your web browser. If this occurs, access the appliance console from your VM
host and select Activity from the main menu. Network setup errors are displayed on the Activity
screen.

Accessing your appliance from a browser for the first time
To access your virtual appliance from a supported browser, enter the host name or IP address
you entered on the Appliance Networking screen as the web address.
For the browsers Insight Control server provisioning supports, see the Insight Management
Support Matrix at http://www.hpe.com/info/insightcontrol/docs.
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NOTE: During normal use you should not operate the appliance from the VM console. Use an
external browser.

Activating Insight Control server provisioning
Licensed customers must activate Insight Control server provisioning by registering and receiving
a key from the Hewlett Packard Enterprise Licensing website and entering the key in the Insight
Control server provisioning UI.
Until you activate Insight Control server provisioning, an Activate link is displayed in the
Recommended actions list in the Help panel.
You only have to activate Insight Control server provisioning one time; once Insight Control server
provisioning is activated, the link is removed from the Recommended actions list.
To activate Insight Control server provisioning
1. Log into the appliance from a browser.

2. Click in the banner to open the Help panel and select the Activate link in the
Recommended actions list.

NOTE: If Insight Control server provisioning has already been activated, the link no longer
appears in the list of Recommended actions.

3. From the Activate Insight Control server provisioning screen, click the link to acquire
the activation key.

4. A new web page opens to display the Hewlett Packard Enterprise Licensing website. Sign
in to the Hewlett Packard Enterprise Licensing website using your HP Passport credentials.
If you are already logged in to HP Passport, you will not be asked to sign in again. Your HP
Passport credentials and associated email address are used for issuing the activation key.

5. Once the Product Activation screen is displayed, you should see that the Entitle Order
Number (EON) field is pre-populated with the correct EON. Click Next.

6. In the next screen you Designate an Activatee. Retain the default selection: I am activating
for myself. Click Next.

7. The following message appears, and the license files are sent to the owner of the credentials
used in Step 4.
Activation Complete. Your license files have been emailed to: <email address>.
You do not need to click Email because the files are automatically sent. This button just
enables you to send the files to a different email address.

8. Obtain the activation key from the email. The email contains a zip file. Open the zip file
and extract the txt file and copy the activation key to paste into the Insight Control server
provisioning UI.

9. Enter the activation key on the Activate Insight Control server provisioning screen.

NOTE: If you are unable to activate the appliance, contact your authorized support
representative.

Next steps
Continue with the following:

• “Setting Time and Language” (page 32)

• “DHCP server setup” (page 41)

• “Setting up the Media Server” (page 49)
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IMPORTANT: For information on hardening and other security considerations, see the Insight
Control server provisioning Administrator Guide Security chapter.

Setting Time and Language
Time and Language: On the Settings screen, you can configure the following time and language
settings. They can be set later in the appliance UI by selecting Settings→Edit Appliance.

• Synchronize with VM host. Select this option to synchronize the date and time for the
appliance with its VM host. This is the default.

• Synchronize with time server. Select this option to reference a network time server to
provide the date and time for the appliance. Hewlett Packard Enterprise recommends
synchronizing with at least two, preferably three time servers. Note that even if you
synchronize with a time server, you should always make sure your VM hosts have the
accurate time.

• Network time servers. To synchronize with time servers, enter the IP address or fully
qualified domain name for up to three network time servers. This field is displayed when the
Synchronize with time server option is selected.

• Default language/locale. Sets the language/locale for the appliance. You can select English,
Chinese, or Japanese. This setting controls items that are not displayed through the browser,
such as the audit logs. The default language/locale is English. If you set the language here
during initial setup, the change does not take effect until after you finish initial appliance
networking configuration and after a reboot of the appliance. For information on the localized
UI, see “Multi-Lingual support” (page 13).
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4 Updating to 7.6
If you are a NEW customer, follow the instructions in “Installing your Insight Control server
provisioning appliance for the first time” (page 15) to download and install a full Insight Control
server provisioning appliance.
If you are an EXISTING customer with Insight Control server provisioning versions of 7.4.1, 7.5,
or 7.5.1 installed, follow the instructions in this section to update your appliance to 7.6.
Insight Control server provisioning 7.6 is available either as a full appliance or as an update if
you have Insight Control server provisioning 7.4.1 or 7.5 installed.
• If you have an earlier version (7.2.x, 7.3.x) installed, you must first update to 7.4.1 or 7.5.0

and then, update to 7.6. For more information see, “Updating from older version to current
version of Insight Control server provisioning” (page 62)

• If you have 7.5.1 version installed, you must first update to 7.5.1a using the 7.5.1a patch
and then, upgrade to 7.6. For more information see, “Updating to 7.5.1a” (page 63)

IMPORTANT: If you have the version of IC server provisioning lower than 7.4.1 installed, you
must first update to 7.4.1 or 7.5 and then, update to 7.6.
For instructions for updating from 7.2.x or 7.3.x version to 7.5 or 7.6 version, follow the instructions
in “Updating from older version to current version of Insight Control server provisioning” (page 62)
for updating to 7.6.

The following table shows the supported update paths for Insight Control server provisioning.

To 7.6To 7.5.1a*To 7.5.1To 7.5To 7.4.1To 7.4.0a*

——YesYesYesYesFrom 7.4

——YesYesYes—From 7.4.0a*

Yes—YesYes——From 7.4.1

Yes—Yes———From 7.5

—Yes————From 7.5.1

* These versions of IC server provisioning are updates only and cannot be used to install as a
new appliance. You must first install the correct older version and then apply the update.

IMPORTANT: Hewlett Packard Enterprise recommends always updating to the most recent
release of the IC server provisioning software. Each new release includes new features, the
latest drivers and firmware, and support for the newest operating systems. In addition, because
most new releases only support an update from one or possibly two releases back, keeping up
to date eliminates the need to perform a large multi-hop upgrade later on.

Check the website http://www.hpe.com/info/insightcontrol/docs to see if there is an updated
version of this manual. Check the Edition number and if a newer version exists, use that manual
instead of the one in the zip file.
Review the information in this chapter before beginning the update. Also consider the following
list of best practices, to help make your update successful.

Best practices for a successful update
The update of the appliance consumes significant resources. Because of the complexity of the
update procedure, resource limitations can have a detrimental impact on the update process.
The following are suggested best practices to ensure the necessary resources are available and
to ensure a successful update.
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Take a VM snapshot or clone of your appliance
Before beginning the update process, shut down your appliance and take a VM snapshot or
clone of the appliance. (Online snapshots are not supported, the appliance must be shut down
before taking the snapshot). Then boot the appliance back up before applying the update. This
enables you to have a quick way to restore your appliance if an error occurs during the update
process, and has the added benefit of quiescing your appliance for the update.
Should the update process fail, the appliance is designed to revert back to the original pre-update
state automatically. However, taking a snapshot or a clone provides an extra level of safety
should an error occur.

Plan to do the update during a maintenance period
Because of the resource requirements and criticality of the update, Hewlett Packard Enterprise
recommends that you perform the update during a maintenance period when the appliance is
not being used and load on the VM host is reduced. Do not run the update when network or CPU
load is high or when backups are being taken. Do not migrate or pause the appliance.

Dedicate resources to the appliance
Another option to ensure your appliance has the resources it needs is to use the VMware settings
to dedicate CPU and memory resources to your appliance. In the resources tab of your VM
settings, set a reservation for at least 8000 MHz of CPU and 16384 MB of memory. This is
particularly helpful if you cannot perform the update during a maintenance period. When the
update is complete, you can remove these reservations.

Watch the update progress on your appliance console
Because update reboots the appliance, the connection to the browser gets interrupted which
might make it difficult to tell when the appliance is actually ready. To be sure you know the true
state of the appliance, open the VM console at the beginning of the update process so you can
monitor the update and see when the appliance is ready for use. Once you see the login prompt
on the console after the final reboot of your appliance, you must restart your browser, clear your
cache, and then log in again.

Get your browser and appliance update file ‘close’ to your appliance
To eliminate problems that could be caused by network slowness or interruptions, especially
when uploading the very large update file, run the update and store the update file on a system
that is 'close' to your appliance in a networking sense, and that has fast network connectivity to
the appliance.

Clean the disk using Rest API before you update the appliance
For successful appliance update, clean the disk using Delete REST API for Appliance
Firmware Rest API call before you update the appliance. See the REST API Reference
documentation available from the appliance UI for a complete list of all REST APIs.

Prerequisites for update
The following prerequisites are required for update:
• Important browser requirements.

If you want to do the upload of ICsp-update-7.6.0.bin using the UI, you must use
Firefox or Chrome. You cannot use Internet Explorer due to file size upload limitations in
the browser. If you do not have access to Firefox or Chrome browsers or you prefer to do
the file upload from a command line, you can use the documented REST calls to upload the
file from aWindows or Linux command line. See “Using a REST API call to upload the update
file” (page 39). If you upload the file via REST calls, you can then use any supported browser
to install the update from the UI.
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• Check for adequate disk space on your VM host file store.
An update uses a lot of disk space on your appliance. If your current appliance was installed
using thin provisioning (which is not recommended), the update causes the virtual disk to
grow substantially. It is very important to ensure there is at least 180 GB of free space
available on your host disk to allow for virtual disk expansion. If your host disk runs out of
space during an update, you will most likely need to create a new appliance and restore
from backup.
Even if your appliance was installed with thick provisioning, if you take a VM snapshot before
beginning the update process as recommended, you need as much as 75 GB of storage for
the snapshot.

• Before you begin the update, verify your appliance version. Select Settings→Appliance
screen to verify the version. The appliance version must be one of the following:

◦ 7.4.1-105860 (for 7.4.1)

◦ 7.5.0-0209204 (for 7.5.0)

◦ 7.5.1-0243940 (for 7.5.1a)

Get the update software and prepare it for use
Follow these steps to download or use the media to get the update software and prepare it for
use in the update process.
1. Download the IC_server_provisioning_7.6.0_Update_<Date and Part

Number>.zip file from http://www.hpe.com/info/insightupdates or use the media to get
the 7.6.0 files. To find the download, locate the Insight Control server provisioning software
and select the IC_server_provisioning_7.6.0_Update_<Date and Part
Number>.zip file for download. You might need to log in and provide your contact
information before downloading the software.

IMPORTANT: Hewlett Packard Enterprise recommends you to verify the MD5 checksum
of the downloaded ZIP file with the checksum listed on the Hewlett Packard Enterprise
Software Depot website.

2. Unzip the file (or copy the 7.6.0 files from the media) into a location that can be accessed
from the Insight Control server provisioning UI.

NOTE: For Windows systems, you can use the built-in Windows ZIP capability available
through Windows Explorer. For Linux systems, use a version of unzip that supports ZIP
version 3.0.

3. Hewlett Packard Enterprise recommends you verify the digital signatures of the files in the
unpacked contents (see the README in the ZIP file for a complete list of files). To verify
digital signatures, see http://www.hpe.com/info/swdepot/LinuxCodeSigningeSigning
for information on verifying the signature on a Linux system. For Windows systems, the
procedure is the same, but you must first download and install the gpg tool which can be
downloaded from http://gpg4win.org/. From the ZIP file, you should only use files that have
an associated signature file in the Digital-Signatures directory, and verify the files’
digital signatures before using them.

4. Updates are provided in an update.bin format. The
IC_server_provisioning_7.6.0_<Date and Part Number>.zip file contains the
ICsp-update-7.6.0.bin file which updates to the 7.6.0 version.
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NOTE: Save an original copy of the downloaded media. This ensures that if you need to create
a new appliance as part of a restore operation and cannot get the original media from http://
www.hpe.com you will have a copy.

Instructions for updating to 7.6.0
1. The first step is to upload the ICsp–update-7.6.0.bin file. You can either upload this

file using the UI (Firefox or Chrome browser is required) or you can upload the file using
REST calls. For details, see “Using a REST API call to upload the update file” (page 39). If
using the REST API, skip to step 4 once the file is uploaded.
To use the UI to upload the file, open the UI in the appropriate browser and select
Actions→Update appliance on the Settings screen.

2. In the Update Appliance dialog box, clickBrowse to browse and locate the 7.6.0 file contents
you unpacked locally.

Select the ICsp–update-7.6.0.bin file to upload (or you can drag and drop the file).
Then clickUpload and install. As the file is uploaded, an uploading progress bar is displayed
in the Update Appliance dialog box.

NOTE: Do not click End User License Agreement andWritten Offer links that appear
in right side bar while the update is in progress.

Click Stop upload if you want to stop the file upload.

NOTE: If you close an upload or remove an uploaded file, you must clear your browser
cache and restart your browser before you attempt another upload.
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3. Click theRelease Notes link to read the release notes. If you are using the Chrome browser,
the Release Notes link requires the pop-up blocker be turned off. You can also find the
release notes in the ZIP download or on the media.

NOTE: When uploading the file, if you see an error message similar to the following:
“Error occurred while verifying image file: ICsp–update–7.6.0.bin
is corrupted. Please download image file and try again.”, take the
following actions:
• Verify the checksum of the ICsp–update-7.6.0.bin file using the checksum

information provided.
• Make sure you are using either Firefox or Chrome as your browser for the upload of

the file. Internet Explorer cannot upload files over 4 GB.
• On rare occasions, the appliance may incorrectly report the update as being corrupt

when it is not. If this occurs, restart your appliance and try the upload again. If the upload
still fails, follow the instructions described in the “Recovering from a failed update”
(page 38) section.

4. Once the file upload is complete, click Update to install the ICsp–update-7.6.0.bin
file.
After clicking Update, the End User License Agreement screen displays. After agreeing to
the End User License Agreement the update progress screen displays and the installation
starts.
The installation takes approximately 180 minutes.
After installation, reboot occurs automatically. After the reboot, the update continues for
about 30 minutes. Do not interact with the appliance during the update. Once update is
complete, the appliance console displays a login screen and your browser window reverts
back at the Settings screen. Log out of your browser, clear the cache and log in again.
Hewlett Packard Enterprise recommends you monitor the VM console to see when the
appliance reboots and is available for login.

NOTE:
• There may be a short time, before the final reboot, where the login screen displays on

the console. Do not log in during this period. The final appliance reboot should begin
within 60 seconds.

• Allow time for IC server provisioning data to be converted to the 7.6.0 format. If you log
in immediately after the update completes, the appliance might display no data (no
servers, no build plans, no scripts, etc.) for a short period of time following the update,
during which the data from the older version is being converted to the 7.6.0 format. The
length of time required depends upon the amount of data to convert (number of servers,
number of build plans, etc.). It may take several minutes for the data to be displayed
and available. This is normal for an upgrade.

5. Verify that the update was properly installed. Check the appliance version shown in the
Settings→Appliance screen to verify that it is set to 7.6.0.
If the update reports a failure, or the appliance does not come back up, or the version is not
7.6.0 after installing the update, see “Recovering from a failed update” (page 38).

Tasks to perform following the update
After the update is installed, you should perform the following tasks:
• Read about the new and changed features in the README.
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• If you are using an external DHCP server with servers in UEFI or UEFI Secure Boot mode,
you have to modify your DHCP configuration to work with your 7.6.0 appliance. For
instructions, see “DHCP server setup” (page 41).

• Copy any additional OS distributions supported in the 7.6.0 update to your Media Server file
share. A new version of the Media Server setup utility is provided with updated appliance
versions and should always be used in place of any older versions. For details, see “Setting
up the Media Server” (page 49).

• Beginning with version 7.5.0, WinPE comes preinstalled on your appliance, and it is no
longer necessary to build and upload a new version of WinPE to your appliance. TheWinPE
3 and WinPE 4 versions are available in the appliance and the Hewlett Packard Enterprise
provided Build Plans can switch between the versions as needed. After an upgrade, any
previous version of WinPE you had uploaded gets overwritten by the upgrade version . For
a complete description of the new WinPE functionality and instructions on customizing
WinPE, see the Advanced Topics section in the Insight Control server provisioning
Administrator Guide.

• Read about the Build Plan changes and consider updating your custom Build Plans, see
the Insight Control server provisioning Build Plans Reference Guide Appendix on “Changes
in Build Plans for each release” at http://www.hpe.com/info/insightcontrol/docs.

NOTE: For 7.6.0 release, important Build Plan changes were made to support the new
WinPE functionality and UEFI secure boot. Ensure to read this section if you want your older
Build Plans to take advantage of these new features.

• Decide if you want to update your custom Build Plans to use the latest driver packages.
Build Plans for Insight Control server provisioning use the following format for Windows,
RHEL, and SLES: ProLiant Drivers for <OS><SPP version>. This convention permits
maintenance of multiple driver packages on the same appliance.
After an update, all Hewlett Packard Enterprise provided OS Build Plans always use the
latest version of the driver package and customized Build Plans continue to point to older
versions of the driver package. If a customized Build Plan needs to be updated to point to
the latest version of a driver package, see the online help topic “Change the version of drivers
used in a Build Plan” for instructions. The driver packages shipped with 7.2/7.2.1 did not
conform to this new naming convention and these driver packages were based on SPP
2013.02.

• Check the “Hardware and software specific instructions and exceptions” section in the Insight
Control server provisioning Online Help for any new considerations regarding OSs or
hardware when running Build Plans.

• After upgrading your appliance, remember to create a new backup file. If you need to restore
the appliance from backup, you can only do so from a backup file that was created from the
exact same version.

• If using Matrix OE with IC server provisioning, refer to “Integrate with a previously installed
Matrix OE installation” in the online help.

Recovering from a failed update
If an update does not succeed, the appliance should revert back to the state it was in prior to the
update. Verify this by checking the appliance version string from the settings screen. If this occurs,
be sure to verify the integrity of the update file using the checksum and digital signatures provided
in the media (see “Get the update software and prepare it for use” (page 35) for details on verifying
the media) and try the update again.
If a second update attempt does not succeed, or the appliance does not come up after the update,
perform the following steps:
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1. Follow the instructions in “Support dump (optional)” (page 65) to create a support dump.
Contact the authorized support representative for information on how to upload it to Hewlett
Packard Enterprise.

2. Use the VM snapshot of your 7.4.1, 7.5, 7.5.1, or 7.5.1a appliance created before starting
the update to revert the appliance to the previously installed version.

3. Restart the update process.

Using a REST API call to upload the update file
You can use a REST (Representational state transfer) call to upload the update .bin file rather
than using the UI. REST calls can be made from the Windows or Linux command line using tools
such as cURL. You must use the REST API if you cannot satisfy the browser requirements listed
in “Prerequisites for update” (page 34).
The REST API enables you to upload a file to your appliance, and then use the Update Appliance
screen to install the update. See the REST API Reference documentation available from the
appliance UI for a complete list of all REST APIs. Also for details on a select number of important
REST APIs, see the Insight Control server provisioning Administrator Guide chapter on Advanced
Topics.
This section includes examples using cURL.

NOTE: cURL is part of most Linux installations and can be downloaded for Windows at http://
curl.haxx.se/.

REST call to log in and get a user authorization token
All REST calls require that you first log in and get a user authorization token, perform your
intended REST call, and then log out.
The REST call to create the user session and get the authorization token requires you to provide
the following inputs:
• appliance hostname or address

• appliance administrator user name and password
The REST call responds with a user authorization token used in the REST call to upload the .bin
file.
Invoke cURL to execute the REST call to create a user session and generate an authorization
token. Following are cURL command examples for Linux and Windows along with an example
response.
cURL command on Linux:
curl -i -k -H "accept: application/json" -H "content-type: application/json"
-H "accept-language: en-us" -X POST
https://<appliance-hostname-or-address>/rest/login-sessions?action=login
-d '{"userName":"<administrator-user>","password":"<administrator-password>"}'

Response on success:
HTTP/1.1 200 OK
Date: Fri, 08 Feb 2013 20:44:01 GMT
Content-Type: application/json
Via: 1.1 cic.dns.hp
cache-control: no-cache
Transfer-Encoding: chunked

{"sessionID":"<user-authorization-token>"}

cURL command on Windows:
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curl -i -k -H "accept: application/json" -H "content-type: application/json"
-H "accept-language: en-us" -X POST
https://<appliance-hostname-or-address>/rest/login-sessions?action=login
-d {\"userName\":\"<administrator-user>\",\"password\":\"<administrator-password>\"}

REST call to upload the file
To execute the REST call to upload the file, you must provide the following:
• Appliance hostname or address

• The user authorization token generated with the previous REST call.
In the Request Body, use -F option to supply form data with the absolute path to the file you are
uploading. Depending on your system type, use one of the following examples:
• -F file=”@c:/ICsp-update-7.6.0.bin” (Windows)

• -F file="@/home/user/ICsp–update-7.6.0.bin" (Linux)
When a successful Response Body has been seen, wait 10–15 minutes and then proceed to
use the UI to install the update. From the Settings screen, select Actions→Update Appliance.
You should see information stating that the update file has been uploaded. See the “Instructions
for updating to 7.6.0” (page 36).
The following example shows how to invoke uCRL and an example response.
cURL command on Linux:
# curl -i -k -H "accept: application/json" -H "content-type: multipart/form-data" -H "accept-language: en-us"
-H "auth: <user-authorization-token>"
-F file="@<path to the update file>" -X POST https://<appliance-hostname-or-address>/rest/appliance/firmware/image
HTTP/1.1 100 Continue

Response on success:
HTTP/1.1 200 OK
Date: Thu, 23 May 2013 18:18:07 GMT
Content-Type: application/json
Via: 1.1 cic.dns.hp
cache-control: no-cache
Transfer-Encoding: chunked

{"fileName":"ICsp-update-7.6.0.bin","version":"7.6.0-xxxxxx","rebootRequired":false,"estimatedUpgradeTime":15}
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5 DHCP server setup
A DHCP server is always required with IC server provisioning. Although deployments can be
performed without PXE when using ProLiant Gen8 and newer servers, DHCP is still required for
IC server provisioning in all cases. The DHCP server is used for the following:
• To provide IP addresses to servers as they boot into the maintenance OS (even PXE free)

• To provide boot information for servers that are PXE booting

• To provide IP addresses to servers after OS install that were not configured with static IP
addresses

Deciding whether to use a DHCP server internal or external to the
appliance

Insight Control server provisioning includes a DHCP server internal to the appliance you can
use, or you can set up your own DHCP server external to the appliance. Consider the following
to choose which method is better for your facility.
1. Consider what your DHCP requirements are when provisioning servers: IP address only or

extended DHCP options.
IP address only
In this configuration, your DHCP server only needs to provide standard networking information
(IP address, net mask, etc.) to the target servers. This configuration can be used if your
environment meets all the following conditions:

• You will not PXE boot any servers.

• Your target servers are all ProLiant Gen8 series or newer.

• You are using the embedded HPE Intelligent Provisioning features of your ProLiant
servers (no PXE).

• You are using iLO IP addresses and credentials to add servers to the appliance.
Extended DHCP options
In this configuration, your DHCP server must provide standard networking information, plus
additional options so the target servers can PXE boot from the appliance into the required
service OS. This is the most common configuration. The extended DHCP configuration is
required if your environment meets any of the following conditions:

• You are going to PXE boot servers (this includes PXE booting to add servers to the
appliance).

• You have target servers earlier than Gen8 series.

• You have Gen8 series target servers but are not using Intelligent Provisioning.

• You do not want to use iLO to add servers to the appliance.
2. Next, decide between using the DHCP server internal to the appliance or configuring an

external DHCP server.
DHCP server internal to the appliance
Your Insight Control server provisioning appliance includes a built-in DHCP server that is
easy to configure, and provides all the extended information required for PXE booting.

• Configures easily using the appliance Settings screen.
• Provides addresses only for the deployment subnet your appliance is in.

• Supports optional information, such as DNS and gateway.
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• Always provides extended information required for PXE booting target servers.

• Can properly PXE boot a server that is in either Legacy BIOS or UEFI boot mode.
External DHCP server
Consider using an external DHCP server in the following cases:

• You already have a DHCP server on your network.

• You require more advanced features than you can configure using the appliance UI.

NOTE: The appliance TFTP server required to enable target servers to PXE boot from the
appliance always runs regardless of whether the DHCP server you use is internal or external to
the appliance.

Setting up a DHCP server external to the appliance
If you require more control or more features from your DHCP server than are available using the
appliance, you should disable the DHCP server on the appliance and configure your own external
DHCP server. For details, see “Deciding whether to use a DHCP server internal or external to
the appliance” (page 41).
Use the following instructions for configuring an external Windows DHCP server or an external
Linux ISC DHCP server (the Internet Systems Consortium implementation of DHCP that is
distributed with most major Linux operating systems).

IMPORTANT: Two sets of instructions are provided below, one for environments with both
UEFI and non-UEFI servers, and one for environments with only non-UEFI servers. All ProLiant
servers beginning with Gen9 default to UEFI mode, so if you are planning on discovering Gen9
servers using PXE or if you plan on using your Gen9 servers in UEFI mode, you must use the
instructions for UEFI servers. The UEFI instructions work for all supported ProLiant servers and
should be used in most cases. If your environment does not contain any UEFI servers, you can
use the instructions for non-UEFI servers only. The non-UEFI instructions have fewer restrictions
and DHCP directives, but you cannot PXE boot any UEFI servers.

TIP:
• Hewlett Packard Enterprise recommends setting the lease time on your DHCP server to at

least one day to prevent issues caused by time synchronization.
• You can find the deployment IP address on the Settings→Appliance screen under

Deployment IP.

Appliance settings for an external DHCP server
If you decide to use an external DHCP server, make sure DHCP Server is set to Disabled on
the appliance Settings→DHCP screen.
Once these options are set properly, you should be able to use your appliance to PXE boot
servers.

Setting up an external DHCP server supporting UEFI and non-UEFI servers
Use the following instructions for setting up an external DHCP server. This setup enables you
to support UEFI and non-UEFI (Legacy BIOS boot mode) servers.

To set up an external Windows DHCP server (supports UEFI and non-UEFI servers):

IMPORTANT: You must be using a Windows 2012 or newer DHCP server to support the
extended options required for UEFI.
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1. Using the Server Manager, add a DHCP server role on your Windows 2012 or above system.
2. In most cases, the next step is to install a special helper module on your DHCP server. The

HP-DHCP-Helper.exemodule installs a DLL that loads each time the DHCP server starts
up. Its only function is to force the server to always send DHCP options 186, 187, and 252
to a target server in response to a DHCP request, even if the target server does not
specifically request that option. This is required when PXE booting UEFI servers into WinPE.
Not everyone needs this module, since by default, IC server provisioning boots all UEFI
capable servers using the embedded Intelligent Provisioning WinPE service OS. The
HP-DHCP-Helper.exe module is required if:

• You discover UEFI servers using PXE, or

• You override the default boot method in your Build Plans to force PXE booting (possible
work around for known driver problems)

The HP-DHCP-Helper.exe file is available in the IC server provisioning download ZIP file
or on the product media. Extract the HP-DHCP-Helper.exe file and execute it to install
the DLL on the running DHCP server.
After installing the DLL, restart the DHCP server.
Check the system event logs to verify that the DLL was properly loaded. Open the Event
Viewer and look underWindows Logs→System. In that log, you should see an Informational
message from source DHCP-Server, event ID 1033, as follows: The DHCP service has
successfully loaded one or more callout DLLs.

3. Create Vendor classes to identify the target server boot modes. Open the DHCP console,
right-click on the IPv4 icon under the server and select the Define Vendor Classes option.
a. Create a vendor class named PXEClient (Legacy x64) with the value in ASCII:

PXEClient:Arch:00000
b. Create a vendor class named PXEClient (UEFI x64) with the value in ASCII:

PXEClient:Arch:00007
c. Create a vendor class names PXEClient (Hyper-V x64) with the value in ASCII:

PXEClient:Arch:00007:????:??????

4. Right-click on IPv4 and select Set Predefined Options. From that screen, you can add the
following options to your DHCP server IPv4 global settings:

Data typeOption nameCode

IP addressbuildmgr_ip186

Wordbuildmgr_port187

Stringwpad252

5. To create your scope configuration, right-click on IPv4 and select the New Scope option.
Use the wizard to enter your IP address range, subnet mask, router (gateway), DNS servers,
and other configuration information.

6. In the next steps you define Policies and Options. Note that Policies and Options can be
defined inside of a scope or at the IPv4 server level. The example below creates them inside
the scope, but the same steps can be used to define them at the IPv4 server level. Do
whichever is best for your environment.

7. To distinguish between Legacy and UEFI targets, you must create policies. Right-click on
the Policies folder inside the scope and select New Policy. First add a policy for UEFI
targets and then add a policy for Legacy targets.
a. Add a policy for UEFI Targets
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1) Create a new policy for UEFI targets with the following:
• Policy Name: UEFI x64

• Description: Policy for UEFI targets
2) Click Next. In the Conditions window, click Add to create new conditions with the

following values:
• Criteria: Vendor Class

• Operator: Equals

• Value: PXEClient (UEFI x64)
3) Select the Append wildcard(*) option.
4) Click Add to create new conditions with the following values:

• Criteria: Vendor Class

• Operator: Not Equals

• Value: PXEClient (Hyper-V x64)
5) Select the Append wildcard(*) option. Click Add and OK.
6) Select AND and click Next.
7) In the Configure Settings for Policy window, select No and click Next.
8) Set the following policy specific DHCP options:

ValueOption nameCode

<Deployment IP address of the
appliance>

Boot Server Host Name066

uefi/shim.efiBootfile Name067

/Boot/BCA_UEFIwpad252

b. Add a policy for Legacy targets
1) Create a new policy for Legacy targets with the following:

• Policy Name: Legacy x64

• Description: Policy for Legacy (BIOS) targets
2) Click Next. In the Conditions window, click Add to create new conditions with the

following values:
• Criteria: Vendor Class

• Operator: Equals

• Value: PXEClient (Legacy x64)
3) Select the Append wildcard(*) option. Click Add and OK.
4) Click Next. In the Configure Settings for Policy window, select No and click Next.
5) Set the following policy specific DHCP options:

ValueOption nameCode

<Deployment IP address of the
appliance>

Boot Server Host Name066

pxelinux.0Bootfile Name067

/Boot/BCDwpad252
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c. Add a policy for Hyper-V targets.
1) Create a new policy for Hyper-V targets with the following:

• Policy Name: Hyper-V x64

• Description: Policy for Hyper-V targets
2) Click Next. In the Conditions window, click Add to create new conditions with the

following values:
• Criteria: Vendor Class

• Operator: Equals

• Value: PXEClient (Hyper-V x64)
3) Select the Append wildcard(*) option. Click Add and OK.
4) Click Next. In the Configure Settings for Policy window, select No and click Next.
5) Set the following policy specific DHCP options:

ValueOption nameCode

<Deployment IP address of the
appliance>

Boot Server Host Name066

grub.efiBootfile Name067

/Boot/BCA_UEFIwpad252

8. In the DHCP scope, right-click on Scope Options and select Configure Options to assign
the following values to the DHCP options:

ValueOption nameCode

<Deployment IP address of the
appliance>

buildmgr_ip186

0x1F51buildmgr_port187

To set up an external Linux DHCP server for UEFI boot mode (supports UEFI and
non-UEFI servers):
If you are using a standard ISC Linux DHCP server, set the following options to PXE boot servers
from the appliance.
1. Set the lease time to at least one day. Here is an example:

default-lease-time 86400;
max-lease-time 129600;

2. The following lines must be included in global options declarations:
option buildmgr_ip code 186 = ip-address;
option buildmgr_port code 187 = unsigned integer 16;
option wpad code 252 = text;

3. The following options and values must be set in either the global or scope area, depending
on your needs:
next-server <Deployment-IP-Address-of-appliance>;
option buildmgr_ip <Deployment-IP-Address-of-appliance>;
option buildmgr_port 8017;
option dhcp-parameter-request-list = concat(dhcp-parameter-request-list,ba,bb,fc);

4. Define DHCP classes to distinguish between UEFI and non-UEFI servers using the following
directives.
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class "pxeclients-x86" {
# 00000 == x86
match if substring (option vendor-class-identifier, 0, 20) = "PXEClient:Arch:00000";
filename "pxelinux.0";
option wpad "\\Boot\\BCD";

}

class "pxeclients-x86_64-uefi" {
# 00007 == x86_64-uefi
match if (

(substring(option vendor-class-identifier, 0, 20) = "PXEClient:Arch:00007")
and
not (substring(option vendor-class-identifier, 0, 32) = "PXEClient:Arch:00007:????:??????")
);

filename "uefi/shim.efi";
option wpad "\\Boot\\BCA_UEFI";

}

class "pxeclients-x86_64-uefi-hyperv" {
match if substring (option vendor-class-identifier, 0, 32) = "PXEClient:Arch:00007:????:??????";
filename "grub.efi"
option wpad "\\Boot\\BCA_UEFI";
}

Example: sample dhcpd configuration file

#######################
### GLOBAL SETTINGS ###
#######################
authoritative;
deny duplicates;
one-lease-per-client true;
ping-check true;
ddns-update-style interim;

default-lease-time 86400;
max-lease-time 604800;

#################################################
### SPECIAL GLOBAL OPTION DECLARATIONS FOR SA ###
#################################################
option wpad code 252 = text;
option buildmgr_ip code 186 = ip-address;
option buildmgr_port code 187 = unsigned integer 16;
next-server 10.1.1.9;
option buildmgr_ip 10.1.1.9;
option buildmgr_port 8017;
option dhcp-parameter-request-list = concat(dhcp-parameter-request-list,ba,bb,fc);

##################################################
### DEFINITIONS TO DISTINGUISH UEFI AND LEGACY ###
##################################################

class "pxeclients-x86" {
# 00000 == x86
match if substring (option vendor-class-identifier, 0, 20) = "PXEClient:Arch:00000";
filename "pxelinux.0";
option wpad "\\Boot\\BCD";

}

class "pxeclients-x86_64-uefi" {
# 00007 == x86_64-uefi

match if (
(substring(option vendor-class-identifier, 0, 20) = "PXEClient:Arch:00007")
and
not (substring(option vendor-class-identifier, 0, 32) = "PXEClient:Arch:00007:????:??????")
);

filename "uefi/shim.efi";
option wpad "\\Boot\\BCA_UEFI";

}

class "pxeclients-x86_64-uefi-hyperv" {
match if substring (option vendor-class-identifier, 0, 32) = "PXEClient:Arch:00007:????:??????";

filename "grub.efi"
option wpad "\\Boot\\BCA_UEFI";

}

##########################
### SUBNET DECLARATION ###
##########################

subnet 10.1.0.0 netmask 255.255.0.0 {
range dynamic-bootp 10.1.1.50 10.1.1.250;
option subnet-mask 255.255.0.0;
option routers 10.1.1.3;
option domain-name-servers 10.1.1.16,10.1.1.17;
option domain-name "yourdomain.com";
}
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Setting up an external DHCP server supporting non-UEFI servers only
If you do not need to support UEFI servers and you do not want to use the instructions above,
you can use the following simplified instructions for setting up an external DHCP server to support
booting only non-UEFI (Legacy BIOS boot mode) servers. The external DHCP server setup using
the following instructions does not support PXE booting servers in UEFI boot mode

To set up an external Windows DHCP server for non-UEFI boot mode:
1. Using the Server Manager, add a DHCP server role on your Windows system.
2. Set up your scope and start the server. Be sure to set the lease time to one day or greater.
3. Right-click the IPv4 icon and select Set Predefined Options. From that screen, you can

add the following options to your DHCP server IPv4 global settings:

Data typeOption nameCode

IP Addressbuildmgr_ip186

Wordbuildmgr_port187

4. In the DHCP scope, right-click on Scope Options and select Configure Options to assign
the following values to the DHCP options:

Option valueOption nameOption number

<Deployment IP address of appliance>Boot server66

pxelinux.0Boot filename67

<Deployment IP address of appliance>buildmgr_ip186

0x1F51buildmgr_port187

To set up an external Linux DHCP server for non-UEFI boot mode:
If you are using a standard ISC Linux DHCP server, set the following options in order to PXE
boot servers from the appliance.
1. Set the lease time to at least one day. Here is an example:

default-lease-time 86400;
max-lease-time 129600;

2. The following lines must be included in global options declarations:
option buildmgr_ip code 186 = ip-address;
option buildmgr_port code 187 = unsigned integer 16;

3. The following options and values must be set in either the global or scope area, depending
on your needs:
next-server <Deployment-IP-Address-of-appliance>;
filename "pxelinux.0";
option buildmgr_ip <Deployment-IP-Address-of-appliance>;
option buildmgr_port 8017;
option dhcp-parameter-request-list = concat(dhcp-parameter-request-list,ba,bb,fc);

Example: sample dhcpd configuration file

#######################
### GLOBAL SETTINGS ###
#######################
authoritative;
deny duplicates;
one-lease-per-client true;
ping-check true;

Setting up a DHCP server external to the appliance 47



ddns-update-style interim;

default-lease-time 86400;
max-lease-time 604800;

##########################################
### SPECIAL GLOBAL OPTION DECLARATIONS ###
##########################################
option buildmgr_ip code 186 = ip-address;
option buildmgr_port code 187 = unsigned integer 16;
next-server 10.1.1.9;
filename "pxelinux.0";
option buildmgr_ip 10.1.1.9;
option buildmgr_port 8017;
option dhcp-parameter-request-list = concat(dhcp-parameter-request-list,ba,bb,fc);

##########################
### SUBNET DECLARATION ###
##########################

subnet 10.1.0.0 netmask 255.255.0.0 {
range dynamic-bootp 10.1.1.50 10.1.1.250;
option subnet-mask 255.255.0.0;
option routers 10.1.1.3;
option domain-name-servers 10.1.1.16,10.1.1.17;
option domain-name "yourdomain.com";
}
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6 Setting up the Media Server
This chapter provides a description of the Media Server and the Media Server setup utility and
instructions for how to use the Insight Control server provisioning Media Server setup utility to
create your Media Server. The Media Server setup utility can be downloaded from the appliance
UI and is also available in the product ZIP file your appliance was delivered in and on the media.
For more information about the Media Server and how to manually setup a Media Server, see
the Insight Control server provisioning Administrator Guide, found at http://www.hpe.com/info/
insightcontrol/docs.

Introduction to the Media Server
The Media Server is separate from the Insight Control Server provisioning virtual appliance and
holds the deployment software.
OS Build Plans use the software on the Media Server for many of their provisioning functions,
including OS installations, SPP installations, firmware updates, and driver updates. Software
(media) on the Media Server can include vendor-supplied OS distribution files, Hewlett Packard
Enterprise supplied OS distribution files, captured images, firmware and driver updates such as
Service Packs for ProLiant (SPP), and any custom software or data your Build Plan may need
access to.
Because Insight Control server provisioning is hosted on a virtual appliance optimized to run the
IC server provisioning application, there is not enough storage on the appliance to host deployment
software. For this reason, a separate Media Server is required to provision servers.
Refer to the Insight Control server provisioning Administrator Guide chapter on Managing the
Media Server for more information about the Media Server including the default Media Server
layout and how the media server works with OS Build Plans.
To set up your Media Server, Hewlett Packard Enterprise recommends you first download or
have media for the actual OS installations. This includes the distribution files from the respective
OS supplier, VMware ESXi, and the latest SPP from Hewlett Packard Enterprise.
During set up, the Media Server provides a file share and an HTTP server used for serving the
deployment software.
When using the Insight Control server provisioning Media Server setup utility to set up your Media
Server, the Media Server must be hosted on a Windows system.
It is possible to configure a Media Server on a Linux system, but you cannot use the Insight
Control server provisioning Media Server setup utility to do so. Instructions for setting up a Media
Server manually on bothWindows and Linux machines are available in the Insight Control server
provisioning Administrator Guide, at http://www.hpe.com/info/insightcontrol/docs.

NOTE: Because the Media Server is separate from the Insight Control server provisioning
appliance, its contents are not included when you run an appliance backup. It is your responsibility
to ensure the Media Server’s contents are backed up.

Introduction to the Insight Control server provisioning Media Server setup
utility

The Insight Control server provisioning Media Server setup utility is provided by Hewlett Packard
Enterprise to help you configure an existing Windows system as a host for your Media Server.
The setup tool configures aWindows file share, copies OS distribution files to the correct location
on the Media Server, and sets up HTTP file serving. Use it to set up your Media Server for the
first time, or to update an existing Windows Media Server with newly available software.
The Insight Control server provisioning Media Server setup utility creates a folder layout on the
Windows system to match the requirements of the Hewlett Packard Enterprise-supplied OS Build
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Plans. By using the setup utility, all OS Build Plans supplied by Hewlett Packard Enterprise run
with no modifications required.
Every time your IC server provisioning appliance is updated, a new version of Media Server setup
utility is included. Always make sure you are using the latest version of this utility each time you
use it.
Before running the Insight Control server provisioning Media Server setup utility, for each OS
distribution you want to use in provisioning servers, you must mount the ISO to the drive (or
manually extract the content to a folder) so content from that folder is copied to the Media Server
file share.

NOTE: For SLES OSs with multiple DVD Media, most of the standard SLES features are
present on the first media itself which would be enough to cover a standard deployment. If you
need contents or features from the second DVD, you should manually copy that Media into the
same folder the first DVD was copied to on the Media Server file share.

Download the Media Server setup utility from the Insight Control server provisioning appliance
UI by selecting Settings from the main menu and then selecting the Edit icon in the Media Server
panel on the Settings screen. The Media Server setup utility is also available in the product
download ZIP file and on the media (ICsp-mediaserver-setup.exe).

Requirements for setting up your Media Server
The Media Server Setup utility performs the following actions if the setup is not done:
• It provides amountableWindows file share. This is used for servingWindowsOS distributions,

SPPs, and Windows image capture and deploy operations.
• The Windows file share is password protected.

• It provides an HTTP server. This is used for serving Linux and ESXi installations.
The Media Server has the following requirements:

• An ProLiant server with at least a 2.0 GHz processor and 2 GB of memory, or an equivalent
virtual machine.

• The server must be running Windows Server 2008 SP2 or later x64 Standard or Enterprise
Editions. Media Server installation on the Domain controller is not supported.

• The of disk storage of 4 GB is needed for each OS distribution and SPP bundle, plus
additional space for captured images.

NOTE: The Media Server supports only the Complete ISO Image SPP, not the subsets.

• The server must have a network adapter configured with a static IP address.

• The Media Server uses the well-known HTTP port 80 TCP. The Windows file share uses
port 445 TCP/UDP. These ports must be open on any firewalls between the Media Server
and the target servers.

• A user account must be specified as the account used for accessing the media from the file
share. This can be a local or domain account.

• You must have administrator privileges on the Windows server to run the Insight Control
server provisioning Media Server setup utility.

• For Linux and ESXi deployments, Microsoft Internet Information Services (IIS) version 7 or
later with IIS 6 Management Compatibility must be installed on theWindows server to enable
the configuration of HTTP file serving.

• Static Content role service for Web Server must be enabled.
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Using the Insight Control server provisioning Media Server setup utility
Follow these procedures to use the Insight Control server provisioning Media Server setup utility:
1. Make sure you have met the requirements specified in “Requirements for setting up your

Media Server” (page 50).
2. Download the Insight Control server provisioning Media Server setup utility from the

Settings→Edit Media Server screen by clicking Download Insight Control server
provisioning Media Server setup utility. The Media Server setup utility is also available
in the product download ZIP file and on the media (ICsp-mediaserver-setup.exe).

3. Save the Insight Control server provisioning Media Server setup utility executable
ICsp-mediaserver-setup.exe to a local folder on theWindowsMedia Server machine.

4. Set the environment variable TEMP to where you want the Insight Control server provisioning
Media Server setup utility log file, serverdeployment.log, to be written.

5. As administrator, launch the Media Server setup utility. The Hewlett Packard Enterprise
Install Package Welcome screen shown in Figure 13 (page 51) is displayed.

Figure 13 Insight Control server provisioning Media Server setup utility Welcome

6. From the HP Install Package screen, click Run.
7. The Insight Control server provisioning Media Server setup utility self-extracts to a temporary

folder and then displays the Prerequisites screen. Check that all prerequisites are met and
then click Continue.

8. From the Browse for Folder screen, select the top level folder for the Media Server and
then click OK. This is where the OS distributions and SPPs will be stored. If you previously
ran the Insight Control server provisioning Media Server setup utility, your previous choice
is displayed by default.

9. From the Select Components to Install screen (shown in Figure 14 (page 52)), select the
distributions you want to install on your Media Server, and then click Install. The OS
distributions and SPPs listed are those supported by the version of the Insight Control server
provisioning Media Server setup utility you are running. Distributions not already installed
are selected by default.
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Figure 14 Insight Control server provisioning Media Server setup utility Components
Selection
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NOTE: You can run the Insight Control server provisioning Media Server setup utility any
number of times to selectively install media or to fix failed media installations.

10. From the Parameters screen shown in Figure 15 (page 53), specify the required information.
When you are done, click Install to begin the Media Server installation set up process.

Figure 15 Insight Control server provisioning Media Server setup utility Parameters

• Windows File Share Name
Specify the name you want to use for the Windows file share. This single file share
name is used to access all the media on your Media Server, including any captured
images. If you have previously run Insight Control server provisioning Media Server
setup utility, this value is set for you.
The file share name and the user name cannot contain the following reserved characters:
< (less than) > (greater than) : (colon) " (double quote) / (forward slash) \ (backslash) |
(vertical bar or pipe) ? (question mark) * (asterisk) [ (open square bracket) ] (close
square bracket) ; (semicolon) = (equal sign) , (comma) + (plus) & (ampersand) ~ (tilde)
(null) and No leading or trailing space. The password cannot be (null) or contain leading
or trailing space or " (double quote).

NOTE: The \ (backslash) is allowed only in user name when domain\username format
is used.

• Authorized Windows User
Specify an existing, valid Windows user name in the space provided. If your Media
Server is part of a domain, specify in domain\username format, where domain is the
domain name of the user or the hostname of the Media Server if the user account is a
local user. Access to the file share is then restricted to that particular user name and
password.

• Allow write access to file share (required for Windows Image capture)
This option determines whether access to the file share should be read only or whether
writing should be enabled. If you plan on using IC server provisioning to captureWindows
images, write access to the file share is required. Write access is also required for any
updates to Media Server log files.
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• IIS HTTP Virtual Directory Name
This is the HTTP virtual directory that points to the lower level folder where all the media
are stored. This lower level folder is named Media and is created under the top level
directory you specify. The web address to access the media is http://<media
server ip>/<virtual directory>.
By default, this directory is created as read only with folder browsing permission enabled.
To change the default behavior, use the Microsoft IIS Manager.

NOTE: For increased security, captured images are not accessible using HTTP.

11. Specify set up information. Note that each distribution has its own Setup screen (an example
Setup screen is shown in Figure 16 (page 54)).

Figure 16 Insight Control server provisioning Media Server setup utility Distribution
Installation

Specify the following:
• Prerequisites

Prerequisites are automatically verified. If the prerequisites are not met for the media,
an error is displayed and setup does not continue.

• Options
Items in this area depend on the media being installed. Generally, you provide the
Distribution location, which is the top level folder where the OS distribution files, in
uncompressed format, will be copied from. Archive formats and ISO images are not
supported. (The Destination path listed below the field shows where the distribution will
be copied to, on the Media Server.)
The OS distribution files are validated by using magic (signature) files for that distribution.
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NOTE: You can choose to not provide the OS distribution files or SPPs location. The
Insight Control server provisioning Media Server setup utility displays a warning, but
still creates the necessary folder structure and sets up the file share. You can manually
copy the OS distribution files or SPPs to this location later.

• Installation
When the prerequisites are satisfied and your options are set, click Install to begin the
media installation.

• Log output
Log output is displayed at the bottom of the screen and written to the file
%TEMP%:\serverdeployment.log, where TEMP is aWindows System Environment
variable pointing to a temporary directory. Logs are timestamped and are appended.

• When setup has completed, click Close. The Insight Control server provisioning Media
Server setup utility automatically begins setting up the next media if there are more to
set up.

12. When all media have been installed, each installation has one of the following status
indications: success (green), installed with warnings (yellow), or installation failed (red) on
the Select Components to Install screen. Check the log file for details.

13. ClickClose from the Select Components to Install screen to exit the Insight Control server
provisioning Media Server setup utility.

14. After the Media Server is set up you must enter the location information for your Media
Server in the Appliance UI Settings→Edit Media Server screen.

Hewlett Packard Enterprise recommends you verify the Media Server setup and check that the
Media Server is accessible from the deployment network and the target servers by running the
ProLiant SW — Validate Media Server Settings Build Plan. This Build Plan can be run on either
Windows or Linux target servers that are in maintenance or running a production OS. When you
setup or update your Media Server, you can run this Build Plan once on a Windows target and
once on a Linux target to verify your settings. Note that this Build Plan does not perform any
booting operations on the target server. It must be run on a target server that is already running
either a production or service OS. For more information on the ProLiant SW — Validate Media
Server Settings Build Plan, see the Insight Control server provisioning Build Plans Reference
Guide.

Changes made to your web server by Insight Control server provisioning
Media Server setup utility

The Insight Control server provisioningMedia Server setup utility must make the following changes
to the Microsoft Internet Information Services (IIS) to enable access to Linux and ESXi OS
distribution files. These changes are made only for the virtual directory created by the tool.
• Enable files of unknown MIME types to be served so Linux RPM files can be served by IIS

• Enable the DoubleEscaping feature to allow for +’s in file names
• Enable access to unknown file extensions to enable IIS to serve Linux RPM files
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7 Recommended actions after initial setup
Once the IC server provisioning VM appliance is set up, additional configuration tasks are
recommended. These Recommended actions are listed in the Help area as shown in
Figure 17 (page 56).
As you select each link, a check mark is displayed next to the items visited. It is not necessary
to complete the task to have the check mark appear, simply visit the link. Once all the
Recommended actions have been checked, except for the Quick Start walk through, the Help
area is no longer displayed in the right pane. However, you can access the Help area any time
using the ? icon in the banner.

Figure 17 Recommended actions

Initial recommended actions for IC server provisioning can include the following:
• Set up Media Server: Links to the Settings→Edit Media Server screen where you can

enter the location information for the Media Server. This is required to run the Hewlett Packard
Enterprise provided OS Build Plans. If you have not yet set up your Media Server, you can
download the Insight Control server provisioning Media Server setup utility from this screen,
which can be s used to set up and configure the Media Server (see “Setting up the Media
Server” (page 49). Using the setup utility is optional; instructions for manually setting up a
Media Server are available in the Insight Control server provisioning Administrator Guide,
at http://www.hpe.com/info/insightcontrol/docs.

• Add Product Keys: Links to the Settings→Edit Product Keys screen. If you haveMicrosoft
volume license keys, you can enter them on this screen and they are automatically be applied
during a Microsoft installation. The Hewlett Packard Enterprise provided configuration files
for Windows installation expect these keys. If you do not enter your product keys on this
screen, you must modify the Hewlett Packard Enterprise provided configuration files in order
to work properly.

• Configure DHCP: Links to the Settings→Edit DHCP screen where you can configure
DHCP settings. A DHCP server is required to provision servers. You can use the internal
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DHCP server supplied with the appliance or you can use an external DHCP server. Details
on deciding whether to use a DHCP server internal or external to the appliance and
instructions for setting up an external DHCP server are in the Insight Control server
provisioning Administrator Guide, at http://www.hpe.com/info/insightcontrol/docs.

• Activate: Links to the Activate Insight Control server provisioning screen. If you have
not yet registered to receive an Activation key, the Activate link is displayed with information
on the number of days left in the trial period. For more information, see “Activating Insight
Control server provisioning” (page 31).

• Walk through the Quick Start: TheQuick Start shows you how to use Insight Control server
provisioning to accomplish key tasks such as provisioning a server. The Quick Start also
contains links to introductory material that can help you become familiar with Insight Control
server provisioning.

The links under Documentation enable you to Get help on this page or Browse help. You can
also access the Insight Control server provisioning REST API Reference.
The End user License agreement link displays the license agreement.
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8 Troubleshooting installation issues
This chapter describes issues that you might experience when you install Insight Control server
provisioning and provides possible solutions.

You cannot deploy the OVF file

Possible cause and recommendationSymptom

The OVF file name was not included in the selected path.The following message appears:
The OVF package is • You must specify the complete address of the OVF file that resides in the OVF

file directory. The complete address includes the directory, the file name, andinvalid and cannot be
deployed the file extension. If you specify only the directory address, the message

appears.
File transferred using FTP when mode was not set to binary

• Retry the transfer with the transfer mode set to binary and then verify the
checksum.

The file may be corrupted or partially downloaded

• Retry the download and verify the checksum.

You cannot log in

Possible cause and recommendationSymptom

The appliance has already been configured and the default password was
changed.

Default credentials fail when you
log in to the appliance for the first
time. • Contact the administrator who performed the initial setup to get the new

password.

• Start the installation process again.

Appliance cannot access the network

Possible cause and recommendationSymptom

Appliance network not properly configuredAppliance cannot access the
network. 1. Ping the appliance.

2. From the VM console, verify that the network configuration is correct and
conforms to the “Appliance networking requirements” (page 9)

3. From the VM console, verify that the DNS IP address is correct.
4. From another system, verify that your DNS server is working properly.

Reduced performance on the VM host

Possible cause and recommendationSymptom

The host machine has power management enabled.Poor appliance performance
1. Ensure that power savings is disabled on the host machine.
2. Consider using a host machine with a more powerful chipset.
Poor I/O performance on hypervisor host

• Check the RAID configuration which can contribute to slower I/O.

• Verify bandwidth to a SAN storage that may be hosting the VM.
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VM does not restart when the phosphor VM host time is manually set

Possible cause and recommendationSymptom

The appliance is not using NTP and the VM host time was incorrectly set
to a time in the past.

The appliance VM does not
restart and the following error
appears in the phosphor virtual
console: • Reset the time settings on the VM host to the correct time, and then restart

the VM appliance. For more information, see your VMware vSphere
documentation.The superblock last mount

time is in the future
• If the appliance or VM host is configured as an NTP client, ensure that the

NTP server is working correctly.
UNEXPECTED INCONSISTENCY;
RUN fsck MANUALLY.

You cannot upload the update.bin

Possible cause and recommendationSymptom

Use the right browser.Trouble uploading the update.bin

Upload issue

Possible cause and recommendationSymptom

Reboot and try again.Upload consistently is flagged as
no good

VM performance

Possible cause and recommendationSymptom

For best VM performance, set HP Static High Performance mode in the server
BIOS to disable power management on all VM hosts.

VM performance
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9 Support and other resources
Accessing Hewlett Packard Enterprise Support

• For live assistance, go to the Contact Hewlett Packard Enterprise Worldwide website:
www.hpe.com/assistance

• To access documentation and support services, go to the Hewlett Packard Enterprise Support
Center website:
www.hpe.com/support/hpesc

Information to collect
• Technical support registration number (if applicable)

• Product name, model or version, and serial number

• Operating system name and version

• Firmware version

• Error messages

• Product-specific reports and logs

• Add-on products or components

• Third-party products or components

Accessing updates
• Some software products provide a mechanism for accessing software updates through the

product interface. Review your product documentation to identify the recommended software
update method.

• To download product updates, go to either of the following:

Hewlett Packard Enterprise Support Center Get connected with updates page:
www.hpe.com/support/e-updates

◦

◦ Software Depot website:
www.hpe.com/support/softwaredepot

• To view and update your entitlements, and to link your contracts and warranties with your
profile, go to the Hewlett Packard Enterprise Support CenterMore Information on Access
to Support Materials page:
www.hpe.com/support/AccessToSupportMaterials

IMPORTANT: Access to some updates might require product entitlement when accessed
through the Hewlett Packard Enterprise Support Center. You must have an HP Passport
set up with relevant entitlements.

Websites

LinkWebsite

www.hpe.com/info/enterprise/docsHewlett Packard Enterprise Information Library

www.hpe.com/support/hpescHewlett Packard Enterprise Support Center
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LinkWebsite

www.hpe.com/assistanceContact Hewlett Packard Enterprise Worldwide

www.hpe.com/support/e-updatesSubscription Service/Support Alerts

www.hpe.com/support/softwaredepotSoftware Depot

www.hpe.com/support/selfrepairCustomer Self Repair

www.hpe.com/info/insightremotesupport/docsInsight Remote Support

www.hpe.com/info/hpux-serviceguard-docsServiceguard Solutions for HP-UX

www.hpe.com/storage/spockSingle Point of Connectivity Knowledge (SPOCK)
nl

Storage compatibility matrix

www.hpe.com/storage/whitepapersStorage white papers and analyst reports

Customer self repair
Hewlett Packard Enterprise customer self repair (CSR) programs allow you to repair your product.
If a CSR part needs to be replaced, it will be shipped directly to you so that you can install it at
your convenience. Some parts do not qualify for CSR. Your Hewlett Packard Enterprise authorized
service provider will determine whether a repair can be accomplished by CSR.
For more information about CSR, contact your local service provider or go to the CSR website:
www.hpe.com/support/selfrepair

Remote support
Remote support is available with supported devices as part of your warranty or contractual support
agreement. It provides intelligent event diagnosis, and automatic, secure submission of hardware
event notifications to Hewlett Packard Enterprise, which will initiate a fast and accurate resolution
based on your product’s service level. Hewlett Packard Enterprise strongly recommends that
you register your device for remote support.
For more information and device support details, go to the following website:
www.hpe.com/info/insightremotesupport/docs

Documentation feedback
Hewlett Packard Enterprise is committed to providing documentation that meets your needs. To
help us improve the documentation, send any errors, suggestions, or comments to Documentation
Feedback (docsfeedback@hpe.com). When submitting your feedback, include the document
title, part number, edition, and publication date located on the front cover of the document. For
online help content, include the product name, product version, help edition, and publication date
located on the legal notices page.
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A Updating from older version to current version of Insight
Control server provisioning

The information included here is for the convenience of customers using older versions
of Insight Control server provisioning (older than 7.4.1 version). You must first update to
7.4.1 or 7.5 version and then use the instructions in “Updating to 7.6” (page 33) to update
to 7.6.

To 7.4.0a*To 7.4To 7.3.2a*To 7.3.2To 7.3.1a*To 7.3.1To 7.2.2
To
7.2.1

NoNoNoNoNoNoYesYesFrom 7.2

NoNoNoNoNoNoYes—From 7.2.1*

NoNoNoNoNoYes——From 7.2.2

NoYesNoNoYes———From 7.3.1

NoYesNoNo————From 7.3.1a*

NoYesYes—————From 7.3.2

NoYes——————From 7.3.2a*

Yes———————From 7.4

* These versions of IC server provisioning are updates only and cannot be used to install as a
new appliance. You must first install the correct base version and then apply the update.
See the previous versions of Insight Control server provisioning Installation Guide for more
information on how to upgrade to current version of ICsp.

CAUTION: Do not attempt to update your appliance without first reviewing and then carefully
following these update instructions. It is critical to follow all of the instructions as they are described
in this guide. Some portions of the update process require special procedures to ensure a
successful update. In addition to the instructions which must be followed, you should also consider
the following list of best practices, which will help make your update go as smoothly as possible.

IMPORTANT: Hewlett Packard Enterprise recommends always updating to the most recent
release of the IC server provisioning software. Each new release includes new features, the
latest drivers and firmware, and support for the newest operating systems. In addition, since
most new releases will only support an update from one or possibly two releases back, keeping
up to date eliminates the need to perform a large multi-hop upgrade later on.
IMPORTANT: There are very strict requirements as to what browsers can be used to upload
files to the appliance as part of an update. If you cannot meet these requirements, REST calls
can be made from the Windows or Linux command lines to do the upload. The browser
requirements and REST calls are documented later in this chapter.

Please check the website http://www.hpe.com/info/insightcontrol/docs to see if there is an
updated version of this manual. Check the Edition number and if a newer version exists, please
use that manual instead of the one in the zip file.
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B Updating to 7.5.1a
HPE Insight Control server provisioning 7.5.1a patch is only applicable to HPE IC server
provisioning 7.5.1 appliance. If your appliance is at 7.5.1, you must upgrade to 7.5.1a and then,
upgrade to 7.6.

Prerequisites
To upgrade from 7.5.1 to 7.5.1a, you must upload the ICsp–update-7.5.1a.bin file. You
can either upload the bin file using the UI (Firefox or Chrome browser is required) or you can
upload the file using REST calls.

Uploading the bin files using UI
1. Open the UI in the appropriate browser.
2. Select Actions→Update appliance on the Settings screen.
3. In the Update Appliance dialog box, clickBrowse to browse and locate the 7.5.1a file contents

you unpacked locally.

4. Select the ICsp–update-7.5.1a.bin file to upload or drag and drop the file.
5. Click Upload only.

As the file is uploaded, an uploading progress bar is displayed in the Update Appliance
dialog box. When the upload notification displays, refresh the page. It usually takes 10-20
seconds to upload this binary file.

6. After refresh, select Actions Update appliance

NOTE: When uploading the file, if you see an error message similar to the following:
Error occurred while verifying image file: ICsp–update–7.5.1a.bin
is corrupted. Please download image file and try again., perform the
following:
• Verify the checksum of the ICsp–update-7.5.1a.bin file using the checksum

information provided.
• On rare occasions, the appliance may incorrectly report the update as being corrupt,

when it is not. If this occurs, restart your appliance and try the upload again. If the upload
still fails, follow the instructions described in the “Recovering from a failed update”
(page 38) section.

7. Once the file upload is complete, click update to install the ICsp–update-7.5.1a.bin
file.
The installation takes approximately 25 minutes.

Uploading the bin files using UI 63



8. Verify that the update was properly installed. Check the appliance version shown in the
Settings→Appliance screen to verify that it is set to 7.5.1–0243940. If the update reports
a failure, or the appliance does not come back up, or the version is not 7.5.1–0243940 after
installing the update, see “Recovering from a failed update” (page 38).
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C Support dump
Support dump (optional)

When you might want to create a support dump
• Some error messages displayed by Insight Control server provisioning recommend you

create a support dump of the appliance so it can be sent to your authorized support
representative for analysis.

• If you experience a problem you think might require analysis of internal appliance data,
Hewlett Packard Enterprise recommends creating a support dump as soon as the problem
occurs to better capture significant data.

• In some cases, your authorized support representative might request you create a support
dump as part of a service engagement.

Creating a support dump
The support dump feature gathers logs, system configuration, and status information, then creates
an encrypted, compressed file that can be sent to your authorized support representative for
troubleshooting. The following procedure uses the UI. You can also use a REST API if the UI is
not available.
1. Log in to the appliance with administrator privileges.
2. From the Main Menu, select Settings→Appliance .
3. Select Actions→Create support dump on the Appliance page.

While the support dump is being created, you can continue doing other tasks.
4. When the support dump creation is complete, you are prompted to save the tar.gz file. If

your browser settings specify a default download folder, that is the default download location.
5. Contact your authorized support representative to get instructions on delivering the support

dump.

Support dump contents
A support dump collects the following information from your appliance.
All appliance configuration information, including:

• Revision of the appliance software
• Network configuration
• DNS servers
• NTP servers
Information about the appliance, including:

• All processes
• Memory
• Disk space
• Network statistics
• Routing
• Hardware information.
Log data, including:

• All standard Linux operating system logs
• All appliance logs
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• Logs from all jobs run in the past three days
• Installation logs
• The system audit log.
Other information:

• A status report of all processes
• Dates of any certificates used.

NOTE: The following types of items might be included in the support dump as a result of
collecting the data above:
• IP addresses (of the appliance, target systems, and connected browsers)
• Host names
• System UUIDs
• User names (no passwords are ever collected in a support dump)
• Network configuration information
• WWIDs.
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Glossary
agent Software on managed servers used to make changes to the servers. Functions supported

include software installation and removal, software and hardware configuration, and server
status reporting.

answer file See configuration file.
appliance See virtual appliance.
AutoYaST file The specific term to use when referring to a SUSE Linux Enterprise Server (SLES) configuration

file.
bare metal Describes a server that does not have a production operating system installed. This could be

a brand new server with no OS installed on it. A bare metal server is typically one that is not
yet known to the management software or has just been added but does not have a production
OS deployed.

bare metal
discovery

The process for making a bare metal server known to the provisioning software. In order to
discover a bare metal system, that system is usually booted into a special service OS. The
service OS has just enough software on it to report various details about the server back to the
management software and deploy a production operating system. Bare metal discovery can
sometimes be done using the server's iLO, in which case the service OS is not necessary.

blob store A region of memory that is accessible by both the iLO and the embedded software environment.
Management software can communicate with the embedded environment through the iLO by
reading and writing files to the blob store. This eliminates the need to communicate through
the server's production network interfaces.

captured image A data store containing all the information from a target server including the files, disk partition
information, and anything else needed to completely recreate the target server back to the
same server, or perhaps a different one. The captured image does not include partitions, only
file system data. See also image installation.

configuration file The generic term for Windows and Linux unattended installation files. These files provide all
the information required to install the operating system without user intervention. Also applies
to hardware configuration utilities such as BIOS configuration and Array Controller configuration.
Customers may create new configurations for their own purposes. See also AutoYaST file and
kickstart file.

custom attribute A simple user-defined name/value pair that is used as a form of variable substitution in scripts
and other appliance functions. When referenced, the custom attribute name is replaced by the
value of that custom attribute. Custom attributes do not stand alone; they are always associated
with an object in the management database, such as servers, groups, or OS Build Plans. Custom
attributes can be inherited from a containing object. For example, a server in a group will inherit
the custom attributes from that group.

deploy image See image installation.
deployment See provisioning.
deployment job See job.
distribution files See OS distribution files.
embedded
deployment

See embedded deployment features.

embedded
deployment
features

A set of deployment tools and service OS's that are built in to ProLiant servers beginning with
the Gen8 series. These embedded tools make it possible to deploy, configure, and troubleshoot
a ProLiant server without network booting (PXE) or removable boot media.

enclosure A chassis that contains multiple blade servers and interconnect devices.
facility The collection of servers that a single Insight Control server provisioning appliance manages.

Usually, these servers are on the same network, or on connected networks. A facility can be
all or part of a data center, server room, or computer lab.

file repository See Media Server.
HP SUM HP Smart Update Manager, a common tool for firmware and driver updates.
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HPE Scripting
Toolkit (STK)

A server deployment product for unattended server provisioning.

iLO See HPE Integrated Lights-Out.
iLO Virtual Media An HPE Integrated Lights-Out feature that allows you to attach a removable storage device or

image file from a client machine to the server, and have that appear to the server as a local
device. The server can boot from that virtual device or use it with a running operating system.

image
installation

The process of installing a server using a previously captured image of the disk to make a
duplicate of the original server. This is in contrast to a scripted installation.

Integrated
Lights-Out (iLO)

An independent microprocessor built into ProLiant servers that provides multiple ways to
configure, update, and operate servers remotely. iLO can remotely perform most functions that
otherwise require a visit to servers at the data center, computer room, or remote location. See
http://www.hpe.com/info/ilo.

intelligent
provisioning

A single server deployment using the ProLiant Gen8 iLO Management Engine. See also
embedded deployment features.

interconnect
module

An Ethernet, FC, or FCoE interconnect module designed to work in a blade enclosure.

job A task that runs on the Insight Control server provisioning appliance. Jobs typically affect the
state of a target server and include running an OS Build Plan.

kickstart file The specific term to use when referring to a Red Hat Enterprise Linux or VMware ESXi installation
file. Use configuration file for generic use.

LinuxPE The service OS for the Linux operating system.
maintenance
mode

A server status where a server has booted to a service OS and is running a maintenance version
of the SA OGFS agent. Servers in maintenance mode are typically waiting to be provisioned.

managed server A provisioned server that has an SA agent installed on it and is under the control of the Insight
Control server provisioning appliance.

media Software on the Media Server which can include vendor-supplied OS distribution files, Hewlett
Packard Enterprise provided OS distribution files, captured images, and firmware and driver
updates such as Service Packs for ProLiant (SPP).

Media Server A server containing the vendor-supplied OSmedia used during OS provisioning. The OSmedia
on the Media Server is accessed over the network using HTTP for Linux and ESXi, and SMB
for Windows. The Media Server may also contain media for other purposes such as firmware
and driver updates, and is also where captured images are stored. The Media Server is a
separate server from the Insight Control server provisioning appliance.

Microsoft WAIK Windows Automated Installation Kit. A set of tools, including WinPE, produced by Microsoft for
provisioning the Windows operating system. WAIK became available first for Windows Vista.

offline firmware
update

A method of updating system firmware that requires the server to be taken offline and rebooted
as part of the process. In an offline update, the system is shut down and booted into a service
OS where the firmware update occurs. Upon completion of the update, the system can be
brought back online.

OGFS script A script that executes inside the Opsware Global File System. OGFS scripts execute on the
Insight Control server provisioning appliance and are typically written in shell or Python.

Opsware Global
File System
(OGFS)

The OGFS represents the SA data model as a hierarchical structure of file directories and text
files. For example, in the OGFS the /opsw/Server directory has information about target
servers. There are also subdirectories that reflect the contents (such as file systems and
registries) of the target servers. If you have the required permissions, you can view and even
modify the file systems of target servers in the Global Shell.

OS Build Plan A sequence of OS Build Plan steps that execute in a specific order to perform a task on a target
server. OS Build Plans are typically used for provisioning operating systems, but can be used
for almost any task that can be automated.

OS Build Plan
step

An autonomous operation, such as "run script" or "install package", assigned as part of an OS
Build Plan.
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OS distribution
files

The files that make up an operating system before that operating system is installed on a server.
These files are provided to consumers via ISO images or physical CD/DVDS fromOS companies
such as Microsoft, Red Hat, VMware, and Novell.

OS
personalization

The process of giving a running server the characteristics that make it unique, including IP
configuration, host name, and domain. A server can be personalized during the initial OS
deployment or after the OS is already installed.

package A single compressed (zipped) file that can contain executables, configuration information, and
script files. An example of a package is a .zip file of Windows drivers to be used during
unattended installations.

preboot
environment

See service OS.

provisioned A server in this state has an operating system installed.
provisioning Installing an operating system on a target server using either scripted installation or captured

image deployment.
PXE-free See embedded deployment features.
script The types of scripts supported by Insight Control server provisioning are:

• UNIX – Bourne shell (sh), C shell (csh), and KornShell (ksh)

• OGFS – Opsware Global File System

• Windows .BAT – Windows batch file

• Windows VBScript – Visual Basic scripting

• Python – Python programming language

scripted
installation

The OS provisioning method that uses configuration files and OS distribution files to deploy an
OS to a target server as an unattended installation. This is the native way the operating system
is intended to be installed by the OS vendor but with the interactive installation process
automated. This is in contrast to an image installation.

Server
Automation (SA)

HPE Server Automation software.

server discovery The process where a server becomes known to the Insight Control server provisioning appliance.
For bare metal, the server boots to a service OS with an agent installed that registers with the
appliance. For servers already running an OS, the agent is installed onto the running OS and
then registers with the appliance. Once a server has registered with Insight Control server
provisioning, it can be selected for provisioning.

service OS A special purpose operating system that runs entirely in systemmemory and is used to perform
various maintenance functions on a server, including preparing a system for operating system
installation. Insight Control server provisioning has service OS's based on Linux and Windows.
See also LinuxPE and WinPE.

SLES Stands for SUSE Linux Enterprise Server. A Linux-based operating system developed by SUSE.
software
package

See package.

software
repository

See Media Server.

SPP Service Pack for ProLiant. See http://www.hpe.com/info/spp.
status See server status and job status.
step See OS Build Plan step.
STK See HPE Scripting Toolkit (STK).
stub partition A small partition on the installation drive where the installation files are temporarily stored. The

stub partition is erased as part of the actual OS installation.
target server The intended server for an Insight Control server provisioning operation. A target server has

an SA agent running on it.
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unattend file The specific term to use when referring to a Windows installation file. Use configuration file for
generic use.

unattended
installation

An automatic Windows or Linux OS installation that does not require user intervention.

unprovisioned A server with an SA agent installed, under the control of Insight Control server provisioning,
and waiting to have an operating system installed. See maintenance mode.

unreachable A server status where the server cannot be contacted by the Insight Control server provisioning
appliance.

upgrade See virtual appliance upgrade.
virtual appliance A virtual machine with a preinstalled software application that is optimized to run the application.
virtual appliance
upgrade

Downloading and installing an update release of the Insight Control server provisioning appliance
to incorporate software updates and new content for OS provisioning.

WAIK See Microsoft WAIK.
WIM install An installation using the Windows Imaging Format. See image installation.
WinPE TheWindows Preinstallation Environment is the service OS for the Windows operating system.
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